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Deliverable D3.2 “Authentication component”

Executive Summary
This deliverable is part of “WP3 – Key management and Authentication” of the SealedGRID project.
The deliverable defines and describes the authentication component that is going to be utilized within
the SealedGRID platform. The authentication component is composed of a
certificate-based
approach to authenticate entities in the network, a lookup mechanism for the certificates and the
integration of blockchain technology. This deliverable includes the evaluation of this component that
is performed through simulations in order to test how our solution behaves mainly in terms of speed
and reliability.
The rest of the document is organized as follows. Chapter 1 introduces the concepts and the
technologies utilized to implement the SealedGRID authentication component presented in the
deliverable. Chapter 2 describes other solutions relevant to the smart grids and the utilization of
similar technologies and methodologies, highlighting the differences between those solutions and
ours. In Chapter 3 an overview of the authentication mechanism and our security model are described.
Chapter 4 presents the authentication component’s architecture and the actions that are performed
on the SealedGRID network. In Chapter 5 we present the performance evaluation of the component.
Finally, Chapter 6 contains the conclusions and the future work.
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Table of Abbreviations

Abbreviation

Meaning

WP

Work Package

SG

Smart Grid

SM

Smart Meter

TEE

Trusted Execution Environment

WoT

Web-of-Trust

DHT

Distributed Hash Tables

TTP

Trusted Third Party

P2P

Peer-to-Peer

CA

Certificate Authority

PGP

Pretty-Good-Privacy

PKI

Public Key Infrastructure

Pk

Public Key

Sk

Private Key

SMS

Short Message Service

PoW

Proof-of-Work
Table 1: Abbreviations
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1. Introduction
Smart grid infrastructures are required to adopt a bidirectional communication scheme among the
entities that participate in them. This allows for the smart grids to realize their full potential by running
smart applications (e.g. for billing purposes) and providing a wide range of additional functionalities.
Special care should be given at the network’s security though; threats that may affect the smooth
operations may arise due to the increased network traffic, so corresponding measures to mitigate
these threats should be taken.
In Deliverable 3.1 we presented SealedGRID’s key management component, upon which the
authentication mechanism described in this deliverable is based. More specifically, we are going to
utilize the certificates used in the key management procedure for authentication purposes. Coupled
with the blockchain technology, the SealedGRID network will be protected against actions performed
by malicious parties. The SealedGRID authentication is based on digital certificates using WoT and
Blockchain technology. To accomplish this objective, top-notch research has been conducted on
efficient and decentralized creation, distribution, exchange and revocation of certificates. An
innovative solution has been created on top of Hyperledger, with WoT characteristics for
decentralising the authentication process integrated. The SealedGRID key management solution has
been enhanced with the use of blockchain technology and not been used as-is for authentication
purposes, because transparency and accountability are characteristics essential for the authentication
performed decentralised between the network’s nodes, which are provided by the blockchain
adaptation in the authentication scheme.

1.1.

Authentication

Authentication [1] is defined as the process of determining whether an entity’s identity is indeed the
one it claims to be or not. In order to reach the stage where an entity can be authenticated, some
other steps should be taken first, i.e. acquire an identity and/or establish its validity among the
network’s peers. The Public key infrastructure (PKI), using the principles of asymmetric and symmetric
cryptography, is the foundation upon which digital signatures and encrypted packets are transmitted
across networks. PKIs are essential in order to establish an environment that can be deemed secured
and trusted by its users. PKIs also assist in defining identities for devices, which in turn gives the ability
to establish access control policies for maximum protection. We focus on asymmetric cryptography,
which provides the entities within an ecosystem with a key pair composed of a public and a private
key component. The public key is available to everyone in the network and is used to encrypt data or
in order to verify a digital signature, compared to the private key which must be kept secret and be
used only by its owner.
Digital certificates, which we utilize at the SealedGRID network, are based on the PKI too. More
specifically, certificates are used to accomplish the association of public key with its owner, along with
endorsing from other entities. In essence, digital certificates are a form of credentials used to verify
the identity of an entity. In other words, digital certificates define the identity of the entities in a
network. The issuance and validation checks of the certificates are usually performed by Certificate
Authorities (CAs), which brings many disadvantages, especially for a smart grid. As mentioned in
Deliverable 3.1:
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●
●

●
●

a smart grid is a structure where continuous node joins and leaves take place, creating delays
in solutions based on a centralized scheme;
in case the certificate of a CA is discredited, it is automatically implied that a revocation of all
the certificates created by the specific CA must take place, i.e. all the certificates of the smart
grid, which is an intensive and resource consuming undertaking;
if the CA certificate cannot be verified, e.g., because of network blackouts, the smart grid will
not operate securely or not operate at all; and
a single point of failure forms as the certificates are centrally stored.

In the SealedGRID platform we address these issues by employing PGP-formatted certificates [16] and
using a WoT model, which means that network entities accumulate signatures from multiple
endorsers, which results in the unobstructed continuation of network operations even if the CA is out
of order and performance is not affected by constant join and leave actions from the nodes.
Access control and authorization for use of certain resources or set of information are based on
authentication, which usually is performed by checking the credentials provided by the party that
wants to be authenticated. The credentials can be submitted in many forms, like username – password
pairs, two-factor authentication by sending an SMS to the user for confirmation, or with certificates,
which is the case for SealedGRID. More specifically, only entities with a valid certificate are going to
be part of the SealedGRID network and depending on its attributes the action that can be performed
by said entity will be determined. So, first the PKI infrastructure is used to create a certificate for an
entity, the certificate is used to authenticate and establish trust relationships among the network
nodes, and once these steps are complete a device may get or be deemed suitable for a certain
authorization level.

1.2.

Blockchain

The blockchain technology is based on the concept of distributed ledgers [17], which essentially assists
in making a log of any asset’s history that cannot be altered and is transparent for all involved entities
to check. At the SealedGRID network, the assets are going to be the nodes’ certificates, which will be
stored in a decentralized manner among the peers on the ledger, as defined by the blockchain
technology. On top of that, due to the decentralized nature of the information storage, even if part of
the network is not available, the information remains accessible on the rest of the nodes. Integrity
and accountability are also characteristics that are going to be adopted by the SealedGRID platform
along with the blockchain technology.
Blockchain is essentially a chain of multiple blocks that contain the nodes’ certificate data along with
the hash of the previous node. Miners use computational resources in order to create these blocks
and can be in the form of a simple node or cloud computing. As mentioned before, the data logged
on the blockchain is immutable, because if a change takes place to a block then all the other blocks
that came after it will have to be recalculated by the miners, using a predefined consensus algorithm,
which is based on PoW [18] in our case. That fact renders the manipulation of a blockchain impossible
with this method.
One of the most important characteristics of the blockchain is the fact that it is decentralized and does
not reside on a single computer or organization. The distributed ledger upon which the blockchain is
8
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based is stored on all the nodes of the network, whether they are smart meters or aggregators. The
transparency on the blockchain gives the ability to the network participants to easily check and view
the ledger, maintaining integrity and establishing trust among users.
Due to its advantages, a number of blockchain frameworks have been established, with the most
noticeable among them being Ethereum [19], Hyperledger [20], Quorum1 and Corda [21]. These
frameworks differentiate themselves from Bitcoin and other cryptocurrency schemes, as they have
been developed by design to assist in the mainstream adoption of blockchain technology by
individuals and institutions. Ethereum and Quorum are very similar and use the same programming
language to develop smart contracts, Solidity, with the main difference that Quorum is more
enterprise-oriented, making it more flexible as it is not restricted to a predetermined consensus
algorithm, compared to Ethereum, and is built on a permissioned blockchain. The downside of both
Ethereum and Quorum is that they require ether tokens in order to operate, while Hyperledger and
Corda do not pose that requirement. Corda and Hyperledger are built on a permissioned blockchain
and offer pluggable modules for consensus algorithms; Hyperledger though has been more widely
adopted by developers for blockchain applications, as it offers certain advantages over Corda, like
flexibility in the programming language (Golang2, Java3, NodeJS4) and the “Range” query functionality
over the blockchain database. For these reasons we also chose Hyperledger as the development
platform for the SealedGRID authentication component.
1.2.1. Hyperledger
Hyperledger is the utilized platform by SealedGRID to develop the blockchain components needed. It
is an open source platform that aims at making blockchain technology more accessible to the business
sector. It is based on a global collaboration between financial, supply chain, Internet of Things etc.
companies, spearheaded by The Linux Foundation. It is specifically built to assist in developing
distributed ledger frameworks, providing a big support community that is essential to the continuation
and viability of any developer’s platform. Furthermore, there is a number of Hyperledger frameworks
from which the developers can use, from which we utilized the Fabric framework.
The Hyperledger Fabric framework provides an open source permissioned distributed ledger
technology targeted at enterprises. What makes it stand out from other blockchain platforms is that
it is highly modular and provides a great degree of configurability regarding the architecture
developers envision. This renders the developing procedure uncomplicated, assisting in creating
innovative platforms through Fabric. Adding to these advantages, Fabric supports the creation of
smart contracts in popular programming languages, like Golang, Java and Node.js, not requiring the
familiarization with a custom programming language., making it easier for the developers to adapt in
its environment.
Moreover, the Fabric platform focuses on permissioned blockchains, which is what we are going to
have in SealedGRID. This means that only entities that are part of the SealedGRID network will be able
to access the distributed ledger, and not random public entities which could even be competitors. The
1

https://github.com/jpmorganchase/quorum/blob/master/docs/Quorum%20Whitepaper%20v0.2.pdf
https://golang.org/
3
https://www.java.com/
4
https://nodejs.org/
2
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nodes within the network will build on an initial trust provided by the Introducer nodes, creating a
trusted ecosystem. Fabric also stands out for the ability it gives to the developers to select a consensus
algorithm they deem more appropriate, depending on the needs of the platform they are developing.
Consensus protocols that do not require a native cryptocurrency to reward the miners can also be
chosen, reducing the risk of threats that could emerge from malicious entities that would try to
illegitimately obtain amounts of coins belonging to the aforementioned cryptocurrency.
As we mentioned above, through the use of Fabric the developers can create smart contracts, which
in Fabric they are called “chaincodes”. Smart contracts are essentially applications that are executed
on nodes participating on the blockchain network. A number of chaincodes can run simultaneously on
the network, which are executed sequentially by the nodes.
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2. Related Work
Blockchain is a technology adopted by new smart grid and IoT solutions proposed by researchers.
Alternative to blockchain, Hashgraphs [22] and Tangle [23] are technologies based on distributed
ledgers and could be utilized instead. Hashgraph is based on a “gossip” consensus model, where a
network participant is obliged to share any transaction information with some other random nodes,
which in turn take that information and combine it with other data they already possess and they pass
it on to other random nodes. Hashgraph claims to be able to handle around 250.000
transactions/second [24], which appears to be its main advantage, but it has been deployed only in
private networks and it is not open source. Tangle differs from the blockchain in the sense that no
“traditional” blocks are used; for a node to submit a transaction, it should validate to other
transactions beforehand. The main advantage of this solution is its scalability, as it is more efficient as
the number of network nodes increases. The main drawback of this technology is that smart contract
capabilities have not yet been fully integrated, thus rendering unsuitable for the purposes of
developing the SealedGRID authentication component. Blockchain has proven its value in terms of
security, scalability and development, making the obvious choice for it being the base upon which we
built our implementation.
The authors of [13] combined the state of the art technologies that are offered by PKI and WoT
infrastructures into a hybrid solution specialized for micro grids. Every node in this solution is part of
a distributed hash table where the certificates of the network's nodes are evenly distributed, building
a WoT. By utilizing a distributed ledger in such a network, the use of a DHT is deemed obsolete; each
node has a copy of the blockchain and, compared to [13], no restructuring of the network ring is
needed when nodes join or leave the network. The SealedGRID authentication mechanism requires
an entry to be introduced at the ledger the first time a node joins the network, and in case a certificate
is revoked. The network is not reorganized, which benefits both the bandwidth and less use of
computational resources.
The presentation of ideas that combine the market and economic sectors with smart grids are
particularly popular; the authors of [15] utilize a private blockchain to develop and implement a
market design of a prosumer community that trades on energy, while in [2] the authors focus purely
on smart contracts and their advantages as they support auditable multiparty transactions and assist
in their monetization in terms of energy. In the same wavelength, [4] and [11] aim their attention in
integrating the blockchain technology to the smart grids in order to conclude transactions regarding
energy between the providers and consumers and facilitate functions and tasks performed by
prosumers respectively.
In the aforementioned solutions, no special interest is shown in the authentication and privacy aspects
of the blockchain integration with smart grids, in contrast to the following solutions. In [3] a privacypreserving data aggregation scheme is presented, utilizing a private blockchain to store the
participant’s data combined with multiple pseudonyms for privacy and bloom filter for authentication,
which has the downside of not being constantly accurate. Louise Axon presents in [6] a solution that
has similarities to the one proposed in this deliverable, constructing a privacy-aware PKI with the
utilization of blockchain technology. More specifically, she implemented a network that can operate
securely even if there is no trust among its entities but utilizing methods that do not employ WoT or
the use of signed certificates. The authors of [5] integrate a blockchain infrastructure to a x.509
11
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certificates ecosystem, presenting a complete solution including the issuance, validation and
revocation of certificates. The drawback of this solution though, is that if a CA loses access to the
blockchain results in the need of creating a new CA smart contract and reissue CA certificate, leading
to a complete restructuring of the network’s certificates. Ze Wang et al. [7] focus on a solution
regarding the transparency offered by the blockchain technology to the public by logging SSL/TLS web
servers’ certificates on the distributed ledger. It is mainly a system that ensures only valid and trusted
certificates will be accepted by the users’ browsers when interacting with web servers. The authors
of [9] present three blockchain-based approaches for PKI based on (i) Emercoin NVS to store a node’s
ID and certificate hash in the blockchain, (ii) Ethereum smart contracts to enhance storage capabilities
and (iii) Ethereum Light Sync mode. The first option has the disadvantage that the blockchain is stored
only on nodes that are controlled by a central authority, in order to minimize the storage required for
this task by the network nodes. In order to address this problem, the third solution is utilized which
requires the nodes to store only a subset of the block headers and fetch other information needed on
demand, the downside being that a bandwidth overhead on the network is created.
The authors of [8] present a solution that utilizes bitcoin to create a new certificate format which
allows users to verify PGP certificates through identity verification transactions, which can also serve
to store and retrieve those certificates. The infrastructure used is already provided by bitcoin, it is
public and has been enhanced in order to facilitate the needs a certification scheme has to fill.
CertLedger is another solution presented in [10] which is similar regarding its goals with [7], utilizing
blockchain to handle TLS certificates. Certificate transparency is the primary goal, eliminating this way
the split-world attacks, which could lead to false entries in the distributed ledger, and to provide
certificate status transparency to all. Finally, in [12] the authors propose a system that provides a
distributed identity management solution that increases security and protection against attacks using
rotating asymmetric keys. The keys are generated and remain on the device throughout its life cycle.
The Device Group Membership mechanism is utilized in order to verify a user’s identity while rotating
keys; this mechanism has a user’s devices logged and as a result, when a transaction is carried out
with one of these devices, the entry on the blockchain clearly shows who was the owner.
Our solution focuses on the continuity of network operations even when the certificates signed by a
CA are considered invalid, as at the SealedGRID authentication component there are more endorsers
than CAs. Upon this mechanism, billing applications and transactions between nodes residing in a
smart grid ecosystem can be processed securely and in a timely manner. Such a decentralised solution
that has the ability to operate without a CA utilizing the blockchain technology combined with the
WoT and PKI concepts, does not exist in the literature.
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Deliverable D3.2 “Authentication component”

3. Authentication Mechanism
3.1. Overview
The SealedGRID authentication mechanism is based on the combination of a certificate and a
blockchain infrastructure, while at the same time its functionality is CA - independent. A self-organized
ecosystem that is efficient and scalable is created, without making any compromises regarding the
self-governing characteristics defined in each network node. For example, the network entities have
the ability to choose the parties they are going to interact with, as it is essentially based on the Key
management mechanism’s principles, indicating a P2P and WoT infrastructure. The participating
nodes create the keys needed to use on the certificates, much like on a PGP architecture. The
certificates and the signatures they have accumulated, indicating the corresponding trust
relationships that have been built, are stored on the ledger. Every node of the network has a copy of
the ledger, which is not stored on a central server or a TTP. The communication between the nodes
will be based on the signatures that can be found in the certificates that have been published on the
blockchain. While TEE [14] was utilized at the SealedGRID key management component for the secure
storage of the certificates, with the use of blockchain this need is eliminated. However, the TEE will
still be utilized for the storage of the secret keys and the secure signing of the certificates, an action
that requires the use of secret keys. Remote attestation to ensure that the software running on the
nodes is not malicious will also be performed utilizing the TEE.
Each SealedGRID node, in order to be able to comply with the requirements of the authentication
component, should be in possession of:
●
●
●
●
●

Logical ID that is correlated to its physical ID
A self-generated pair of keys Pk/Sk
A certificate that follows the PGP standards, that can be customized according to SealedGRID’s
needs
A copy of the distributed ledger where the signed certificates are stored
A cache of IP addresses

In Figure 1 the components that comprise the SealedGRID authentication mechanism are presented.
Much like in the key management component, the smart meters are distributed across the network
in a number of buildings, charged with the task of measuring the consumption and/or production of
electricity. Every SealedGRID entity has a TEE integrated, similarly to [25], [26], [27], in order to protect
the signing process of the certificates and not allow the compromise of secret keys. That way, the
private keys will be handled only inside the TEE secure storage, protected against cyber or physical
attacks. In Figure 1 the TEE is depicted as a standalone element for demonstration purposes; in reality,
it will be embedded in the smart meter.
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Figure 1: SealedGRID Authentication Mechanism components

Smart Meters are responsible for collecting readings regarding the electricity consumption the
appliances cause at the building they are installed. Depending on the type of building, e.g. skyscrapers,
flats with apartments or detached houses etc., the number of installed smart meters may vary. The
smart meters form the majority of the SealedGRID network nodes, and it is essential that the
operations taking place on them are not tampered with or affected in any way by malicious parties.
An embedded TEE environment is utilized to meet this requirement. The Aggregators have the role of
the intermediary between the smart meters and the utility. They are tasked with the responsibility of
collecting the sum derived by individual readings received by the meters and transmit the result to
the collector/utility. Aggregators are mainly employed in order to ease the overhead that would be
created at the utility if every smart meter on the network had a direct connection to it. This way,
processing is distributed among the Aggregators, avoiding putting too much stress on the Utility,
which accumulates high-frequency aggregated values. These real-time values can be used in order to
regulate the provision of electricity at a certain area, statistical analysis and of course for billing
purposes.
The consensus mechanism [28] that we utilize is based on PoW, which relies on the concept of solving
a complex mathematical puzzle. PoW has the reputation of being a resource consuming algorithm
which would not make it suitable for an IoT or smart grid infrastructure where the devices have limited
resources, but the truth is that the difficulty of the mathematical puzzle can be adjusted according to
the network’s capabilities. To better understand, we can see in the Figure 2 below the components
that comprise a block.

14
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Figure 2: Block structure

Every transaction, in our case signing of a certificate, is hashed and submitted to become part of the
blockchain, resulting in the Root Hash. Inherently, the “block hash” of the previous block is included,
but we also have the “Nonce” value. The PoW concept revolves around the concept of finding a nonce
value, which will result in the hash (Prev_Hash + Root_Hash + Nonce) = 000...00xxxx, where “x”
represents random numbers that constitute the rest of the hash number. The resources are dedicated
to finding a nonce that will result in a block hash with a predetermined number of zeroes. As the
number of zeroes grows, the computational power required is going to be increased, as it is harder to
guess. Thus, setting the number of zeroes according to the network resources, will have a great impact
and optimize the PoW to be more resource friendly. The downside of this method is that if a network
participant has increased computational power and resources, blocks could be recalculated and art of
the blockchain rewritten; to mitigate that risk, we ensure through remote attestation that all of the
SealedGRID nodes comply with the network requirements. After the block is created, it becomes part
of the blockchain. In Figure 3 we present a part of the blockchain with three blocks, where it is also
depicted how the blocks are connected with each other, forming a chain.

15

Deliverable D3.2 “Authentication component”

Figure 3: Representation of 3 blocks of a blockchain

3.2. Security Model
SealedGRID is being built by design in such a way that the requirements of private data protection,
efficiency, low resource complexity, economic feasibility and scalability are going to be met. The
system needs to defend itself from external and internal adversaries, in order to ensure the
information communicated across the network is safe and the data subjects’ rights are not threatened.
Below we study certain cases that could potentially be proven dangerous for the authentication
component, and for the SealedGRID platform if they were to occur.
●

●

●

Node Join: Frequently, malicious parties to attempt infiltration of a trusted network with
tampered software in order to disturb the normal operations of the ecosystem. At
SealedGRID, due to the remote attestation procedure that takes place when a node attempts
to join the network, such an attempt would be futile as the tampered software would be
immediately detected.
Misbehaving nodes: A common occurrence amongst network peers is to come across nodes
that are not behaving as intended, either because they are malfunctioning due to a certain
failure at the software/hardware, or on purpose with ill-willed intent. As mentioned at the
document D3.1, a reputation framework will be utilized, where the network nodes will rate
the experience they have when communicating with another peer. TEE will be used to perform
these actions and for the purpose of storing the scores, so that unauthorized access and
malicious actions can be prevented. Based on those scores, remote attestation will be
performed by empowered nodes to give the solution, as this process takes place continuously
during the lifetime of the network.
Certificate revocation: Uncontrolled and malicious issuance of revocation certificates can
result in the denial of service of a big portion of the network nodes. For this reason, certificate
revocation only takes place on SealedGRID after remote attestation has been performed by a
number of nodes that have concluded in that action. Following that decision, an empowered
node utilizes its TEE to issue a revocation certificate which is then published on the distributed
ledger.
16
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●

51% attacks: This kind of attack focuses on the blockchain aspect of the SealedGRID
authentication component. Theoretically, if 51% of the network’s nodes, or the corresponding
computational power, are controlled by a single entity, according to the PoW, the decisions
of this majority would be considered correct and valid, and subsequently get logged at the
ledger. In order to mitigate the risk of the materialization of such a case, the measures that
have been mentioned in the previous paragraphs are employed. Remote attestation is
performed during the join process of a node, while it is maintained active throughout the
network’s life cycle. That ensures that all nodes are executing the administratively issued
software and will not engage in malicious actions against the network.

TEE and remote attestation play a vital role in the threat mitigation regarding the network’s security.
Combined with the use of blockchain, we ensure that the network participants do not execute
unauthorized applications or altered software that could potentially prove to be ill-intended, while at
the same time transparency and accountability regarding endorsements of node certifications are
provided. Moreover, malicious attempts to change the entries on the distributed ledger are not
possible to take place, as we follow the fundamental principles of the blockchain technology. We
believe that these two layers of security provided by the TEE and Blockchain technologies ensure the
secure operations of the SealedGRID network and can safely handle the corresponding information
communicated between the participants of the smart grid.
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4. Authentication Component Architecture
The SealedGRID authentication component revolves around the OpenPGP certificate format, which
assists in creating a WoT, along with blockchain technologies. The network is composed of nodes with
certain characteristics, whether they are common smart meters or aggregators. Each Node has a (i)
certificate and a (ii) Pubic / Secret pair of keys (Pk/Sk). All nodes joining the network have their
certificate signed by at least one empowered node, called Introducer. Due to the inherent need of the
devices participating in the smart grid to communicate with each other, the signatures of each nodes’
certificates are checked by the other parties. In order to avoid network disruptions in case an
Introducer node gets compromised and the certificates signed by it are no longer considered reliable,
the network nodes are constantly trying to get their certificates signed by other nodes.
Certain properties from the SealedGRID key management component are carried over and used in this
authentication component:
●
●
●

Each node produces its own certificate.
The certificate is well formed (Open PGP standard) and signed by at least one introducer with
a valid certificate.
Each node generates its own unique ID based on its unique MAC address.

A blockchain structure is utilized to store the nodes’ certificates and IDn. The certificates are auditable
by all the participating entities of the network, and immutable. Every interested party has the ability
to check the ledger entries and find the latest that refers to the node’s certificate that is being
searched. There is complete transparency for all the network participants, along with accountability
regarding the endorsement of nodes. The logging of certificates on the blockchain helps immensely in
securing the network as malicious groups of devices can be easily spotted.

Figure 4: Authentication Component Architecture
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In Figure 4 we present the architecture
of the authentication component. Certificates that depict
the trust relationships between the nodes are saved on the distributed ledger, which resides in the
form of copies in each network participant. Based on that, the nodes communicate information and
establish new trust relationships, which are in turn logged into the ledger.

4.1. Prerequisites and assumptions
Initially, before any operation takes place, a random Pkn/Skn pair is generated by an entity n that
intends to join the network. Next, a unique IDn will be calculated, using the generated Pkn and MAC
address that each device comes with from the manufacturer. The IDn will derive from the
concatenation and then hashing of these two elements:
IDn = h (Pkn + MAC)
This process takes place in order to ensure that the IDn will be unique. The IDn is correlated with the
node’s certificate that is signed by an empowered node which is already part of the network. The
introducer can be another node of the network, or even an aggregator. Certificate Certn is formatted
according to the OpenPGP message [29], which allows it to carry multiple signatures from nodes that
are not empowered, but simply interact with it. This preparation of a node to join the network is called
“bootstrapping”. In the piece of code below we observe the process of creating and storing digital
signatures in our development and simulation environment at the Hyperledger platform.
async function generateSignature(tx) {
var t0 = performance.now()
if (tx.owner.signature != "")
throw new Error('This peer has already a signature');
else{
var length = 10;
tx.owner.signature = tx.owner.peerId +generateSig(length);
}

// Get the asset registry for the asset.
const participantRegistry = await getParticipantRegistry('org.example.basic.Peer');
// Update the asset in the asset registry.
await participantRegistry.update(tx.owner);
var t1 = performance.now()
console.log("generateSignature took " + (t1 - t0) + " milliseconds.")
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}

function generateSig(length) {
var result = '';
var characters = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789';
var charactersLength = characters.length;
for (var i = 0; i < length; i++) {
result += characters.charAt(Math.floor(Math.random() * charactersLength));
}
return result;
}

Table 1 presents a simplified example of a certificate that is used in SealedGRID, belonging to node 1.
As it can be observed, the certificate was initially created by its owner, by signing it itself. Afterwards,
an empowered node, an aggregator in this case, has deemed node 1 trustworthy and signed its
certificate. At the end we notice that node 2 also signed Cert1, based on the endorsement of the
aggregator.
pub

2048R/643459E3 2020-02-07 [expires: 2021-02-07]

uid

Node 1 <node1@sealedgrid.org>

sig

643459E3 2019-02-06 Node 1 <node1@sealedgrid.org>

sig

B1C0410B 2018-07-20 Aggregator <aggr@seaeledgrid.org>

sig

A55CDCC0 2018-07-15 Node 2 <node2@sealedgrid.org>
Table 2: Certificate representation

A smart contract is utilized for every signing of certificates; two nodes come into an agreement that if
certain requirements are met then signatures on the certificates will be exchanged. In the next
sections the requirements for each case are presented in more detail.

4.2. Node Join
In the smart grid ecosystem nodes join and leave the network, a cycle that repeats itself continuously.
The first step that needs to be taken by a node that wants to join the SealedGRID network, is to get its
certificate signed by one or more introducers with a valid certificate. For this purpose, a smart contract
is utilized and the requirement that needs to be met is that the prospect node needs to have the
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official and predefined software installed. In order to achieve that, a remote attestation procedure is
performed first. After this step is successfully carried out, the certificate of the new node along with
the IDn will be logged into the distributed ledger. Due to the inherent use of smart applications,
communication will be attempted with other nodes, resulting in an exchange of certificate signing
between the network’s entities. That will eventually lead to the formation of alternative paths to
establish trust relationships, in the occasion that one or more endorsers have been compromised; the
certificates bearing their signature will still be deemed trusted if they are signed by other entities that
are not compromised.
The certificate, and the IDn of each new node that joins the network are getting logged and published
on the distributed ledger that has been employed as part of the utilized blockchain technology. Every
time the certificate accumulates a new signature, the certificate is resubmitted to be logged at the
public ledger in one of the next blocks that will be created.
At the code below we can observe the bootstrapping phase of a new node that joins the network and
exchanges signatures with an introducer node.
async function Bootstrapping_sign(tx) {//signing without a common endorser - Introducer signs new
node
var t0 = performance.now()
if (tx.sender.signature == "" || tx.sender.signature == "")
throw new Error('First generate a signature');
else{

//var sig_s = tx.sender.signature;
var index_s = "";
var flag_s = true;
//var sig_r = tx.receiver.signature;
var index_r = "";
var flag_r = true;
console.log('Sender: ', tx.sender.signature);
console.log('Receiver: ', tx.receiver.signature);

//sender signs the receiver
for (i = 0; i < tx.receiver.signatures.length; i++) {
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if (tx.receiver.signatures[i] == tx.sender.signature){ //the signature already exists
flag_s = false;
console.log('Receiver already has the signature');
}
}
if (flag_s == true){
tx.receiver.signatures.push(tx.sender.signature);
}

//receiver signs the sender
for (i = 0; i < tx.sender.signatures.length; i++) {
if (tx.sender.signatures[i] == tx.receiver.signature){ //the signature already exists
flag_r = false;
console.log('Sender already has the signature');
}
}
if (flag_r == true)
tx.sender.signatures.push(tx.receiver.signature);
}

// Get the asset registry for the asset.
const participantRegistry = await getParticipantRegistry('org.example.basic.Peer');
// Update the asset in the asset registry.
await participantRegistry.update(tx.sender);
await participantRegistry.update(tx.receiver);
var t1 = performance.now()
console.log("Bootstrapping took " + (t1 - t0) + " simulation time.")
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}

4.3. Establishing trust relationships
As mentioned above, every new node that becomes part of the network, along with nodes that may
be rejoining the smart grid, have a certificate signed by one or more introducer nodes. Using that
certificate, more signatures from common nodes are acquired (see Table 1). The use of a smart
contract is utilized in this case too. Initially, queries on the ledger are made in order to find entities’
certificates that have been endorsed by the same introducing node(s), in order to be able to acquire
more signatures. Of course, normal communication which stems from the operational needs of smart
applications cannot be performed without trust, which is another way to establish these sought-after
relationships. If certain introducers are down and there is no immediate path of trust between 2
nodes, i.e. they have not signed each other’s certificate in a previous communication, then the search
for indirect trust commences.
In order to better understand the procedure that is followed by the smart contract to establish trust
relationships, below we present an example. Let us assume that node A wants to establish a trust
relationship and communicate with node B. The following actions are performed:
1. Node A finds the last entry of Node’s B certificate on the public ledger.
2. Node A checks if the endorsers of node B’s certificate (CertB) also appear in its certificate
(CertA). We assume that node C, who is trusted by node A, has signed node B’s certificate.
3. A check is performed to verify that CertC is still valid and has not been revoked.
4. Node B performs the same task for validation.
5. If both Nodes find a trusted endorser for the other node, they sign each other’s certificates
and commence communication.
The number of intermediate nodes may vary; in the example above, we had one intermediate node,
which could have possibly been two or more (e.g. A → C → D → … → B). The depth of the search for
establishing a trust path can be modified according to the needs and the size of the network.
Obviously, the depth of searches and the consumption of resources and time are tied together, and
during configuration the fact that the cost of a high depth value is great should be taken into
consideration.
async function no_ca_sign(tx) {//Nodes check each other's signatures in order to establish trust (1
hop)
var t0 = performance.now()
if (tx.sender.signature == "" || tx.sender.signature == "")
throw new Error('First generate a signature');
else{
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var flag_s = true;
var flag_r = true;
var common_endorser_flag = false;
console.log('Sender: ', tx.sender.signature);
console.log('Receiver: ', tx.receiver.signature);

//sender signs the receiver
for (i = 0; i < tx.receiver.signatures.length; i++) {
if (tx.receiver.signatures[i] == tx.sender.signature){ //the signature already exists
flag_s = false;
console.log('They have already signed each other');
}
else{
for (j = 0; j < tx.receiver.signatures.length; j++) {
if (tx.receiver.signatures[i] == tx.sender.signatures[j]){ //the 2 nodes have a common endorser
common_endorser_flag = true;
console.log('There is a common endorser');
}
else{
console.log('There is no common endorser');
}
}
}
}
if (flag_s == true && common_endorser_flag == true){
tx.receiver.signatures.push(tx.sender.signature);
tx.sender.signatures.push(tx.receiver.signature);
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}
}

// Get the asset registry for the asset.
const participantRegistry = await getParticipantRegistry('org.example.basic.Peer');
// Update the asset in the asset registry.
await participantRegistry.update(tx.sender);
await participantRegistry.update(tx.receiver);

var t1 = performance.now()
console.log("No-CA signing took " + (t1 - t0) + " milliseconds.")
}

4.4. Certificate Lookup
Every node stores a copy of the distributed ledger, which is utilized during the search for a certain
certificate. As we presented at the section where the process of trust establishment is explained, the
trust relationships can be indirect with a plethora of intermediate nodes. By having a copy of the
distributed ledger locally, which could also be described as a local database, the SealedGRID network
enjoys the following benefits:
●

●

In case of slowed down communication between nodes due to increased traffic, combined
with bandwidth limitations, the certificate lookup process will not be affected and delays due
to network constraints will be avoided.
The network load will not be burdened with extra traffic due to the certificate lookup
operation, which will be executed locally in its entirety.

Figure 5 assists in the representation of a lookup procedure in order to understand how the lookup
mechanism works through an example.
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Figure 5: Node trusts

Node A trusts nodes B and C, which in turn trust nodes D, E and F, G respectively. Let us assume that
node A wants to communicate with node F. Bellow we present the steps that will follow:
1. Node A checks if there already is direct trust between it and node F, which is not the case.
2. Node A starts a linear search for trust with one intermediate node; the intermediate node will
either be node B or node C, which are already trusted by node A.
3. Trust relationships that can be detected in node’s B certificate are checked first, which do not
yield any result regarding a path to the target node F.
4. Trust relationships that can be detected in node’s C certificate are checked, and trust
relationship with target node F is achieved.
In case the target node was node H, the procedure would continue as described with an additional
intermediate and the corresponding certificate checks.
Below we present the algorithm used to execute a certificate lookup procedure. In this case the
network’s introducer is offline and the nodes use the signatures from other endorsers in the network
to establish trust relationships.
import time
import random
size = 999
def bfs(visited, graph, node):
visited.append(node)
queue.append(node)
flag = False
target = random.randint(0, size) #define the target node
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#print("starting node is:", queue[0])
#print("target is:", target
hops = 0
while queue:
s = queue.pop(0)
#print (visited)
if s == target: #the target is found (trusted node)
flag = True
trusts = 1
break

for neighbour in graph[s]:
#print("graph[s]", graph[s])
#print("neighbour:", neighbour)
if neighbour not in visited and len(visited)<size:#configure the depth by doing: size/2
visited.append(neighbour) #add visited nodes to visited list
queue.append(neighbour) #open node children
else:
trusts = 0
hops = 0

if flag == True:
#print("Trust")
trusts = 1
#print("Nodes have been visited:", visited, "\n---")
hops = len(visited)-1
#print ("Hops:", len(visited)-1)
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else:
#print("No trust")
trusts = 0
hops = 0

return (trusts, hops)

sum_time=0
successful_trusts=0
total_hops=0
for i in range(100):
start_time = time.time()
visited = [] #List to keep track of visited nodes.
queue = [] #Initialize a queue
#print("Round", i+1)
starting_node = random.randint(0, size) #define the starting node
#print("starting node is", starting_node)
(trusts, hops) = bfs(visited, graph, starting_node)
end_time = time.time()
ex_time = end_time - start_time
if trusts == 1:
sum_time = sum_time + ex_time
successful_trusts = successful_trusts + 1
total_hops = total_hops + hops

if successful_trusts == 0:
print ("No trust")
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else:
avg_time = sum_time/100
trust_percentage = 100*successful_trusts/100
avg_hops = total_hops/successful_trusts
print("\n---")
print("avg_time is", avg_time)
print("avg_hops is", avg_hops)
print("trust_percentage is", trust_percentage)

4.5. Node Leave - Certificate Revocation
A node may leave from the network (i) voluntarily, (ii) due to internet connection issues, or (iii)
because of malicious intent and/or behavior noted through the remote attestation procedures. In all
cases, the network will continue operating as intended, even if the departing node is an Introducer. A
node may revoke its certificate voluntarily and leave the network. In order to rejoin the network, it
will have to go through the bootstrapping phase again, starting by generating a new random pair of
keys Pk/Sk. On the other hand, if the node left the network e.g. because of maintenance or other
technical problems and didn’t issue a revocation certificate, it will be able to rejoin the network by
using its old certificate as the IDn has not been “blacklisted” and can be reused. Regarding the third
case, when a node is banned from the network, this action is accompanied by a certificate revocation,
so if the misbehaving node tries to reconnect at the network, the same certificate and trust
relationships that may have been established up to the point when the node exited the network, will
not be available and/or usable. Furthermore, the certificate of this node will not be used in any future
attempts by other nodes to establish trust relationships among them.
The certificate revocation procedure from a third party, i.e. another node, takes place based on the
results of remote attestation performed by empowered network nodes. When a number of nodes
(defined by the administrator of the network) come to the same conclusion regarding the remote
attestation of a specific node, then a certificate revocation order is issued regarding the node in
question. Because this procedure could result in denial of service for certain nodes if the remote
attestation processes were accessible by the users, TEE is employed to mask these operations and
protect them against malicious users. The revocation process is performed through a smart contract,
that is essentially the same as the one used for new nodes to join the network, but the requirement
to meet now is that the remote attestation will return a negative result.
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5. Performance Evaluation
In order to evaluate the performance of the authentication component in terms of
●
●
●

Required number of certificate checks in order to establish trust relationship between two
untrusted nodes,
Probability of successfully establishing a trust relationship between two untrusted nodes,
Time required to establish a trust relationship between two untrusted nodes or determine
that such a relationship cannot be established at the specific time,

Five different datasets were used in each group of nodes, which were put through the simulation
environment for the duration of ten iterations. Employing this evaluation methodology, we ensure
the validity of the results presented below.
The x axis represents the number of nodes and the y axis the value of the evaluated variable.

5.1. Certificate inquiries
We evaluated how many certificates a node should check in order to establish a trust relationship
with another node that has not been directly endorsed by it. The outcome of this evaluation highly
depends on the size of the network combined with the number of signatures each node has
accumulated in relation to the network. For this evaluation we defined an unfavorable scenario, where
the authentication component performed consistently and predictably. We assumed that each node
has x signatures, where:
X = #netwrok_nodes*0.02
That means that each node trusts only the 2% of the network.
Nodes

Accumulated Signatures per node

100

2

200

4

300

6

400

8

500

10

600

12

700

14

800

16

900

18

1000

20
Table 3: Node trusts

30

Deliverable D3.2 “Authentication component”

In a more favorable scenario with a higher percentage of signatures accumulation per certificate, the
authentication component would perform even better in terms of numbers. The important aspect of
this evaluation is the consistency exhibited by the authentication component in terms of performance
and reliability, with no noticeable fluctuations, as the total number of certificate inquiries in all cases
is around 25% of the total network participants.

Figure 6: Certificate inquiries

5.2. Probability of establishing trust
Utilizing the same scenario of 2% signatures per node in relation to the total number of network
participants, we executed a number of simulations to observe how the authentication component
performs in relation to establishing a trust relationship between two nodes that do not have a direct
level of trust. In order to form bonds of trust in such cases, a search commences for common
endorsers. A search is completed when a trust path has been found, or there are no more certificates
to check and consequently a trust relationship is not formed. As the number of network participants
increases, more paths are available to form bonds between nodes; this is depicted in Figure 7, where
at 1000 nodes we achieve 100% probability of finding trust.
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Figure 7: Probability of establishing trust

5.3. Certificate search time
In Figure 8 we present how the authentication component behaves in terms of speed when a
certificate search is performed. As expected, the search time increases depending on the network size,
as more checks should be performed to find the certificates that will create a trust path between two
nodes. For performance optimization purposes, the network owner may decide to set an upper limit
to the number of certificate inquiries that a node may perform, especially if the network size causes
delays. That would result in better search times, but it would reduce the probability of finding trust.

Figure 8: Certificate search time
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6. Conclusions / Future Work
This deliverable D3.2 “Authentication Component” is the continuation of the work and concepts
mentioned on the D3.1 “Key management mechanism” and is a vital module of the SealedGRID
network. We combined the advantages of security, trust, transparency and accountability that PKI,
WoT and blockchain technology offer in a state of the art authentication solution, that performs
correspondingly in terms of protecting the information communicated throughout the network and
performance on smart meters, which by design have limited computational power.As future work, the
SealedGRID authentication component will be integrated in D4.2 where the trusted computing and
privacy protection components will come together.
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