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Executive Summary 

The overall aim of SealedGRID is to design, analyze and implement a scalable, highly trusted and 

interoperable Smart Grid security platform. Moreover, the SealedGRID will provide an innovative 

platform that will abide by the existing standardization work and will be directly utilized by 

shareholders so that they can provide new tools. 

Deliverable 1.1 is dedicated to the quality assurance plan of the project and the respective procedures 

towards this. 
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1 Introduction  
The rapid evolution of Information and Communications Technologies has revealed the potential for 

centrally monitoring, controlling and optimizing the power grid. The Smart Grid based on European 

Union shall support a dynamic two-way information exchange between Utility companies and their 

customers (energy consumers) and contribute towards a smart and sustainable energy management 

in Europe.  

Consumers, on the other hand, may also take advantage of the power grid evolution to establish a 

Demand Response (DR) energy consumption strategy, which will not only provide them with lower 

bills, but will also contribute towards building a wiser energy consumption mentality for the new 

generations. EU regulations require member nations to ensure that 80% of residential households will 

be fitted with Smart Grid nodes. Following these regulations, Utility companies have to allocate a lot 

of effort to install Smart Meters. 

The power grid, which is a vital economic and social infrastructure, will be exposed to security threats 

inherited by the ICT sector, while privacy issues and new vulnerabilities, related to the specific 

characteristics of the Smart Grid infrastructure, will emerge. The SealedGRID platform shall efficiently 

and jointly integrate three major challenges: 

o Scalability: Smart Grid Utilities will manage a plethora of Smart Meters, making the Utility side 

of the Smart Grid a highly vulnerable target, since a potential attack may destruct the entire 

energy distribution system. 

o Trust: Smart Grid nodes will be accessible by customers creating a fertile field for malicious 

users that may physically modify hardware or software to intercept personal information or 

alter energy measurements and costs. 

o Interoperability: Smart Grid protection will cope with inter-domain security issues between 

nodes that implement different security policies and services. 

SealedGRID aims at designing, analyzing, and implementing a scalable, highly trusted and 

interoperable Smart Grid security platform. Towards this direction, SealedGRID is committed to 

creating a fully-integrated and multi-disciplinary programme, while all efforts and funding will be 

focused on this purpose. 

2 Management structure 

2.1 Project organisation and management structure 

Management Structure 

The Project Management will be composed of Steering and Technical Management. The Steering 

Management will handle the organisation and administration of the project. The Technical 

Management will handle the technical evolution and development of the work. The following entities 

will be involved: 

Project Coordinator (PC): The PC will be responsible for the efficient execution of all project activities. 

The PC will continuously monitor the progress of the project, by ensuring that it is adherent to the 

objectives and workplan agreed in the contract. In particular, the main duties of the PC will include: i) 
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to promptly react if disagreements or inconsistencies show up with respect to the contract obligations 

with the EC, ii) the overall organisation of the activities to produce the annual review reports and the 

final report, and iii) the management of all non-technical relations with the EC and other external 

liaisons. Moreover, the PC will be responsible for all administrative tasks, preparation of control 

reports, cost statements, and contracts.  

 
Figure 1: WPs Gantt chart 

Steering Committee (SC): The SC will be composed of one ER from each beneficiary of the consortium. 

It will be the superior governing body, and will have an adequate gender balance. It will be chaired by 

the PC. 

Exploitation Committee (ExC): The ExC will be responsible for ensuring the efficient 

dissemination/exploitation of the results. It will be composed of representatives of each beneficiary. 

The tasks of the ExC will be coordinated by the PC and reviewed by the SC. Main tasks of the ExC will 

include the preparation of exploitation and knowledge sharing plans. 

Scientists in Charge (SiC): They will be identified by the beneficiaries, and will serve as liaisons with 

the PC. In most of the cases, they will be the members of the SC. 

WP Leaders (WPL): They will coordinate all WP activities. They will report quarterly to the PC, arrange 

regular technical meetings, ensure program timeliness, and the right management of people and 

resources. Any discrepancy with the signed contract will be immediately reported to the PC. WPLs will 

lead the preparation of the deliverables, and ensure that the objectives and milestones will be 

achieved in due time. 

At the kick-off meeting, each beneficiary will receive the management and project rules document 

(Project Handbook). The Project Management will facilitate cooperation within the project by defining 

a set of rules for the organisation of the daily work. It will give information about the rules to be 

followed, particularly on task reporting, scheduled dates of plenary meetings, contact names, 
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documents numbering, and handling rules. This document will summarise the financial rules of the 

project and the information to be included in the quarterly control reports. Templates for all 

documents will be identified. 

Decision Process and Conflict Resolution 

Decision Process: Decisions within the project will be made by common agreement among all parties 

involved. Within each WP, technical decisions which cannot be resolved through general consensus 

will be delegated to qualified technical experts. If no decision is made by them, a resolution will be 

attempted by WPLs and SC. If no solutions are found, the PC will issue a “Red Flag” procedure to notify 

the EC. 

Conflict Resolution:  If a conflict among the beneficiaries occur, a conflict resolution procedure will 

take place. The proposed procedure foresees to schedule a Project Management meeting within 31 

days after the conflict has occurred. If the conflict cannot be solved by the Project Management, the 

PC will inform the EC within 7 days after the Project Management meeting. The PC will schedule a 

meeting with the ECPO (EC Project Officer) within 21 days after the Project Management meeting, and 

will write a proposal to the SC within 14 days after the meeting with the ECPO. If the conflict cannot 

be resolved, the dispute will be settled under the Rules of Conciliation and Arbitration of the 

International Chamber of Commerce by arbitrators appointed in accordance with these rules. 

Consortium Agreement: A Consortium Agreement will be signed soon after the acceptance of the 

project. It will define the important points needed to achieve the best possible management (financial 

conditions, planning). The unified consortium agreement will be used as a reference. The Consortium 

Agreement will identify background of each beneficiary that may be used to better achieve the 

objectives of the project. The list of patents at disposal of the beneficiaries will be included as well. 

The aim of this agreement is to determine the responsibilities of the consortium towards the EC. 

Various aspects will be covered by the Consortium Agreement including: confidentiality, ownership of 

results, commercial exploitation, obligation for use, and dissemination of knowledge. 

Information Flow and Communications Strategy 

Plenary Meetings - Plenary meetings involving SC and WPLs will be organised three times a year. 

Technical problems of each WP will be discussed. The WPLs will illustrate the achievements and the 

actions put in place to ensure the workplan is respected. The WPLs will report technical problems or 

solutions that may have influence on other WPs. If problems cannot be solved by WPLs, the SC and 

the PC will intervene 

Means for Communications - The communication between the PC and the SiCs will be the pivotal 

mechanism to ensure the success of the project. The main channels for communication will be e-mails, 

videoconferences, and teleconferences. Also, the project website will be a good vehicle for secure 

communications among the beneficiaries. “In person” meetings will be scheduled if needed. 

Methods for Project Monitoring and Progress Reporting  

Documents Handling - Every meeting will be followed by associated minutes, which will summarise 

major decisions and the list of actions.  
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Deliverables Handling - Deliverables will be a joint effort among the beneficiaries involved in a WP. 

Writing and delivery of each deliverable will be under the responsibility of the WPLs. Draft version of 

each deliverable will be approved by all the beneficiaries involved in the WP. The SC will make the 

final approval. The deliverables will be released according to the deadlines described in the project 

proposal. The deliverables will be delivered to the PC at least one week before their due date and after 

internal approval, they will be submitted to the EC. The internal approval is considered essential and 

will be based on: i) technical quality, and ii) consistency with the project objectives and milestones.  

Planning and Reporting - The PC will be responsible for preparing all reports to be sent to the ECPO. 

Annually control reports will be written by each SiC. The PC will be responsible for the preparation of 

the annual progress reports and the final project report, to be submitted to the ECPO for revision and 

evaluation. The reports will include or reference all the deliverables of the reporting period. Every 

document written during the project will be sent to the PC, who will register it under an appropriate 

identification number, and will include a version management. Program control will be based on 

Critical Path Analysis Techniques to ensure that primary objectives are achieved on time and resource 

demands correctly anticipated.  

Quality Assurance - The control of quality is supported within the project through an organisational 

structure with the adequate level of centralisation and autonomy for each beneficiary. This will ensure 

monitoring and evaluation of the whole process, as well as the flexibility and creativity needed to carry 

out the agreed tasks. 

Project Indicators - To assess progress and success of the project (transfer of knowledge and 

research), qualitative and quantitative indicators will be established.  

 Indicators to quantitatively assess the research activity: i) number of individual and joint 

publications, ii) number of patents produced, and iii) development of new collaborations.  

 Indicators to quantitatively assess the transfer of knowledge: i) right execution of all seconded 

activities, ii)  networking events organised, iii) number of theses supervised, and iv) outreach 

activities.  

 Indicator to qualitatively assess the research activity: the constant analysis of the general 

progress of the project, identified mainly by the quality of research deliverables. 

 Indicators to qualitatively assess the transfer of knowledge: i) level of satisfaction of seconded 

researchers, ii) monitoring of the transfer of knowledge plan, and iii) technical quality of the 

intersectoral collaborations. 

Non Disclosure Agreement (NDA) - To achieve the objectives of the project, tools belonging to the 

background of one or more beneficiaries may be exploited. Also, the beneficiaries will have to work 

together and share information about their activities, as well as to have access to some proprietary 

information. To protect the know-how of all the beneficiaries, NDAs will be signed, in addition to the 

Consortium Agreement, among some of the beneficiaries. 

Management of Knowledge and Intellectual Property Rights (IPRs) - Handling of IPRs and 

management of knowledge will follow guidelines established in the Consortium Agreement. The SC 

will take into account these guidelines and will provide recommendations to resolve IPR issues. The 

SC will assess all IPRs that are brought in or developed during the project. Based on the ownership of 

IPRs, access rights and use of results will be determined and regulated. The SC will give 
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recommendations to the PC on the handling of the assessed IPRs. Each participant, who will bring IPRs 

into the project or will develop IPRs within the project, will fill out an electronic form provided by the 

PC. Such statement will include special requirement for the use of IPRs in addition to the standard IPR-

rules of the Consortium Agreement. Within one month after the form is filled out, the other 

participants will have the right to raise objections against such a statement. If no objections are raised 

within the month, the statement will be accepted. Objections will be handled by the SC. 

Financial Management 

Funding will be managed abiding by the terms/conditions of the contract with the EC. UPRC will have 

the responsibility of the budget, which will be distributed to the beneficiaries based on secondment 

plans. Financial reports will be provided to the EC based on the rules of the RISE program. The different 

beneficiaries have notably experience in managing and participating in EC projects, including MSCA. 

2.2 Risks and the contingency plans  

The Project Management will continuously control the project plan with its milestones and critical 

paths, by exploiting the Risk Management process. It consists of 4 steps that can be considered as sub-

processes. 

Step 1 - Risk Identification: This step aims at identifying all potential risks that might occur. The initial 

risk identification activity should be performed as soon as possible. The risk identification process 

continues throughout the project, especially after technical and organisation evolutions. The risk 

identification phase is an activity that collects all risks that may occur in the project. 

Step 2 - Risk Analysis and Assessment: This step consists in assessing the risks in terms of 

“seriousness”, “likelihood”, and “detectability”. These three criteria will be marked using predefined 

criticality values, from which it will be possible to calculate the criticality of a particular risk. 

Step 3 - Mitigation Actions: The list of risks is ordered by decreasing criticality, and the more 

“important” risks will be addressed as a priority. A threshold of criticality will be defined, and all the 

risks above the threshold will be identified and mitigation actions will be defined. At this point, the 

risk owners might choose to nominate an “action owner” if they are not in the position to implement 

the mitigating actions by themselves. An action owner is appointed for each action and is responsible 

for the action list implementation and monitoring in terms of efficiency and delay. The action owner 

could be the risk owner or another entity (person). Depending on the impact, the action plans might 

require validation from the PC.  

Step 4 – Monitoring: This last step aims at: i) following-up the risk mitigating actions, ii) monitoring 

the risk by detecting new risks or modifying currently known risks, iii) re-assessing the risk according 

to the result of the implementation of mitigate on actions and the project evolution, and iv) providing 

risk reports. 
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3 Quality assurance 

3.1 Quality assurance procedures for Deliverables 

Comprehensive deliverables handling and review / approval procedures have been defined at the 

project start. These procedures include:  

 Establishment of a deliverable peer review process: In order to ensure the highest quality of 

all SealedGRID deliverables, a clearly structured deliverable process has been established. For 

quality assurance, this will include two peer review steps, first involving two internal peers 

who are not involved in the respective WP and second a formal approval from the SC. 

 The entire review process may require about four weeks which allows various feedback loops 

between the different reviewers and the deliverable editor (and contributors). The schedule 

proposed is 1 week for peer review, 1 week for approval and finally 1 week final quality check 

before submission. However, the timing of specific review stages can be reduced if previously 

agreed between the deliverable leader and the corresponding reviewers. 

 It is the responsibility of the deliverable editor to make sure the document is ready for starting 

peer review process by the corresponding date and therefore, to plan the previous writing 

phase (and interim draft versions) accordingly. 

3.1.1 Deliverable Roles and Review Steps 

Step 1: Deliverable Editor refers to a member of the SealedGRID project who is responsible for the 

writing/main author of the deliverable. The author must comply with the following rules: 

 The author will provide a ToC (Table of Contents) and must indicate there which contributions 

are expected from other partners. 

 The owner (author) should compose the documents on the official SealedGRID template and 

respect all the indications provided in the previous sections. 

 The ultimate responsibility for the quality of deliverables resides on the author, although each 

contributor engaged is responsible for its actual production. 

 The author will propose the deliverable schedule in accordance with the delivery dates and 

milestones specified in this project - including deadlines. It will be a requirement to provide 

deliverables for review by the “reviewers” at least 3 weeks before submission to the EC. This 

deadline will be enforced in order to ensure all deliverables have a reasonable amount of time 

for review and updating and ensure the best quality of the document. 

Step 2: Deliverable contributor participates in the production of the deliverable by contributing with 

content and supporting the leader in producing a high quality deliverable, addressing reviewers’ 

comments and requests. 

Step 3: Peer reviewer: refers to a member of the consortium that is responsible for the revision of the 

internal review of the deliverable (before sending it to the EC). The reviewer must not be a direct 

contributor to the deliverable and is responsible for carefully reviewing the content of the deliverable, 

ensuring the deliverable objectives are met, from a scientific/technical point of view, but also that the 

overall review objectives are fulfilled by the deliverable. 
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Comments are provided in the document using MS Word features such as track-changes or review 

comments. The peer reviewer must upload the deliverable document (with comments) and the review 

report to the project repository, and notify the deliverable leader accordingly. 

Step 4: Approval by the editor: The approval process consists in ensuring that the comments/requests 

in the peer review report have been indeed addressed by the deliverable leader/contributors, keeping 

in touch with the peer reviewer if necessary. The approver, who normally is the deliverable editor, 

must update the corresponding section in the review report, in due time. Optionally, the approver can 

make other suggestions or comments to the contributors. The final deliverable document must be 

uploaded to the project repository and notify the PC accordingly for the final quality assurance step. 

Step 5: Deliverable Quality Assurance: SealedGRID PC will perform a last round of proof-reading, to 

find and correct typographical errors and mistakes in grammar, style, spelling and layout that the 

modifications done when addressing review comments and requests may have introduced. Finally, PC 

is responsible for uploading the final version of the deliverable to the correct location in the project 

repository and submitted online at the European Commission platform. 

3.1.2 Document Identification 

Project deliverables for the European Commission serve as the outcome of the project progress. They 

consist of a combination of documents such as written reports as well as prototype software releases. 

The European Commission requires that all non-document deliverables be documented appropriately 

as a written report. 

Before being uploaded to the SealedGRID repository and delivered to the EC, all the deliverables must 

be named following this format: 

3.1.2.1.1 SealedGRID_DX.X_vX.X.pdf. 

(Project name + deliverable number+ version, all separated by underscore instead of spaces) 

3.1.3 Document Dissemination Level 

For SealedGRID two types of dissemination levels for commission Deliverables are used; 

 PU = Public 

 CO = Confidential, only for members of the consortium (incl. the Commission Services) 

The majority of project Deliverables are public. After acceptance by the Commission they can be made 

available on the project website and thus enter the public domain. In general, the title page of the 

Deliverables indicates what level of dissemination is applied to the deliverable. If the deliverable is 

“Confidential”, the below statement under 10.1 has to be stated on the template. 

3.1.4 Documents format and templates 

The following sections present the standard tools that will be used for the generation of project 

documents. 
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3.1.4.1 Word processor and programs 

The standard word processor for documents production is Microsoft Word (docx). For the documents 

that may need modifications and contributions from several partners, the “Track Changes” function 

shall be enabled and used. 

The standard tool to make presentations is Microsoft PowerPoint (pptx). Final deliverables will be 

available also in PDF format. 

3.1.4.2 Templates 

All documents must use the corresponding templates, available at the repository under the 

“Templates” folder as mentioned before and produced by the UPRC team. These templates define 

specific styles for normal text and titles, tables, figures, etc. 

3.1.4.3 References 

All references will be included in the references section at the end of the document; the references 

must be simple with a sequential reference number. References must be created by means of cross-

reference. First, create your section of References at the end of the document. Follow the example 

below: 

[1] A. Author, B. Author, “Paper Title”, Proc. 1st Conference Title, Location, Country, Month/Year, 
pp. 123-145 

[2] A. Author, B. Author, “Paper Title”, Journal Title, Volume/Issue, Month/Year, pp. 123-145 
[3] “Webpage title” [Online], http://mysite.net, Retrieved Month/Year 

The steps are the following: 

 Place your cursor where the cross-reference should be inserted 

 Add any introductory text and brackets ([ ]) required. 

 Click References | Cross-reference. A Cross-reference dialog box will appear. 

 Click on the drop down menu Reference type and select “Numbered item” 

 Click on the drop down the Insert reference to and select “Paragraph number” 

 Available headings, captions, footnotes in your document will have appeared in the list of the 

dialog box. It you have created the section of references as explained the first step of this list; 

you will find your bibliographic references at the end. Select the item you wish to reference. 

 Click Insert. 

3.1.4.4 Figures and tables 

When figures are included in the document, caption and cross referencing should be used across the 

document. The same shall be done in case of tables. 
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3.1.4.5 Lists and bullets 

Bullets will use, at the first level, either a black dot or a tick symbol. The text in the bullet shall end 

with a point if it is composed of complete phrases as in the present bullet, or without any ending if it 

is composed of a list of items as in the bulleted list in next section. 

3.1.4.6 Length and style 

The advisable length of the document for all SealedGRID deliverables is as necessary for describing in 

a concise and clear way all the objectives and results planned for that deliverable (bearing in mind the 

tasks that contribute to it). 

We encourage all partners to keep the document short and simple. The value of a document cannot 

be measured by its length, but by its valuable content. 

All leaders of deliverables will follow the next suggestions for making easy-to-read all deliverables: 

 Avoid repeating content. Shorter documents and shorter sentences tend to have more 

impact. 

 When referring to a long name, write out the full name only once. Explain the meaning of 

acronyms in a table at the beginning of the document. 

 Avoid repeating the executive summary, the introduction and the purpose of the document 

sections. These sections tend to be the same repetition over and over and this should be 

avoided. 

 Executive Summary is a one/two page/s presentation of the content of the document. The 

reader may read only this page and understand how we have reached our conclusions. 

 Introduction establishes briefly the objectives of the document, the context and describes the 

structure of the document. 

3.1.4.7 Annexes 

All additional information not relevant for the work being done, but related, shall go into the Annexes. 

The Annexes sections will include the additional information to the main body of the document that 

is not essential for the understanding of the document, but it is complementary. 

3.2 Meetings as controlling tools for quality assurance 

Quality expectations for European Research and Innovation projects are very high. Therefore, certain 

controlling and assessment procedures are established around planned project meetings.  

3.2.1 Meetings and Travel management 

Plenary face-to-face meetings per year involving all project participants will be organised; ad-hoc 

technical meetings might be scheduled if need be. In addition, bi-weekly plenary teleconferences will 

be held to achieve close and frequent updates on the project progress and ensuring timely reactions 

to any open issues. Additional focused telcos at WP level will be held, upon request by the WP leader. 
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In addition to these meetings, SealedGRID is committed to participate in meetings and dissemination 

activities defined in programme-level. 

3.2.2 Project Meetings 

In order to ensure maximum profitability from project meetings, the following actions will be carried 

out by the PC for each meeting. These actions involve all Consortium members: 

 Initial announcement of the meeting, with proposal of tentative dates and venue. A 

consultation round (doodle polls - www.doodle.com) among all participants is done and the, 

according to the availability, the final dates and venue will be set. 

 Submission of a draft agenda for the meeting. All participants will be able to contribute to the 

final agenda with remarks and additions to the draft. 

 Submission of the final agenda for the meeting, incorporating the suggestions made by all the 

participants. The agenda will be stored in the project repository. 

 Submission of draft minutes for the meeting. All participants will be able to contribute to the 

final minutes with remarks and additions to the distributed draft. 

 Submission of the final minutes for the meeting, incorporating the suggestions made by all 

the participants. The minutes will be stored in the project repository. 

3.2.3 Mid-term Review meeting 

As established in the Grant Agreement, there is one mid-term review meeting where the EC 

representative and any external reviewers appointed by the Project Officer will evaluate the project 

execution and progress towards the objectives declared in the DoA. The mid-term review meeting will 

be scheduled between M14 and M18. 

The PC (with the support of the WPL and all consortium members) will organise and prepare the 

review meetings in advance, following the guidelines listed next: 

 Using and providing templates for review presentations available in the project repository; 

 Preparing the agenda for review preparation and for the review meeting; 

 Presiding overall review presentations; 

 Presenting an overview of the project/activity in the beginning of the review; 

 Ensuring the taking of minutes and providing the final version of minutes; 

 Sending all partners the review report from the EU; 

 Following up all comments and recommendations from the reviewers and EU Project 

Manager. 
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