
 

 

  

 

 

 

 

 

 

 

 

   

MSCA-RISE-2017 - Research and Innovation 

Staff Exchange         

Editor(s): Alexandru Vulpe (BEIA) 

Author(s): George Suciu (BEIA), Alexandru Vulpe (BEIA), Lucian 

Necula (BEIA), Aristeidis Farao (NEURO), Christos 

Xenakis (UPRC), Christofos Ntantogian (UPRC), 

Alexandra Dritsa (UPRC), Nikos Passas (UPRC),  Javier 

Lopez (UMA), Cristina Alcaraz (UMA), Juan E. Rubio 

(UMA),  Emmanouil Gavriil (NEURO), Vassilis 

Ioannidis (NEURO), Vaios Bolgouras (NEURO), 

Panagiotis Bountakas (UPRC) 

Dissemination Level: PU - Public 

Nature: R 

Version: 1.1 

Scalable, trustEd, and interoperAble pLatform for sEcureD 
smart GRID  

WP2 Requirements, Business Cases and Architecture  

Deliverable D2.1 “Technical requirements and reference architecture” 

 

Ref. Ares(2018)6675633 - 31/12/2018



 

 
Deliverable D2.1 “Business Cases” 

1 
 

SealedGRID Project 

Profile 

 

Contract Number 777996 

Acronym SealedGRID 

Title Scalable, trustEd, and interoperAble pLatform for sEcureD smart GRID 

Start Date January 1st, 2018 

Duration 48 Months 

 

Partners 

 

University of Piraeus research center Greece 

 

Universidad de Malaga Spain 

 

BEIA consult International SRL Romania 

 

NEUROSOSFT Software Productions SA Greece 

 

Document History 

Version Date Author  Remarks 

0.1 2018-9-5 UPRC, NEURO Initial Reference Architecture 

layout, description and figures 

0.2 2018-10-4 UPRC, NEURO Deliverable update 

0.3 2018-10-10 UPRC, NEURO Figures update 

0.4 12/10/2018 NEURO SealedGRID Business Cases 

0.5 09/11/2018 BEIA SealedGRID Technical Requirements 

0.6 12/11/2018 BEIA Formatting, referencing, other 

minor corrections 

0.7 2018-11-15 UMA Changes proposed 

0.8 2018-11-27 UPRC, NEURO OAuth 2.0, OpenID Connect added 



 

 
Deliverable D2.1 “Business Cases” 

2 
 

0.9 2018-12-12 UPRC, NEURO Security Model 

1.0 2018-12-19 BEIA Final revision and updates 

1.1 2018-24-12 UPRC, NEURO State-of-the-art, introduction 

 

  



 

 
Deliverable D2.1 “Business Cases” 

3 
 

Executive Summary 

The overall aim of SealedGRID is to design, analyze and implement a scalable, highly trusted and 

interoperable Smart Grid security platform. Moreover, the SealedGRID will provide an innovative 

platform that will abide by the existing standardization work and will be directly utilized by 

shareholders so that they can provide new tools. 

Deliverable 2.1 is dedicated to the documentation of the work done in the three tasks in WP2, which 

are detailed below. 

Task 2.1 “Business cases and specifications” initiates the design process of SealedGRID by starting 

the work of requirements extraction. In SealedGRID, the requirements extraction is a two-phase 

process. The first step involves eliciting requirements via an analysis of complementary use cases 

that SealedGRID partners will design and deliver to bring innovative applications and to demonstrate 

the core functionalities of SealedGRID platform. Each use case consists of scenarios outlining 

different aspects within the use cases that utilize the SealedGRID protocols and touches upon the 

various envisaged functionalities of the SealedGRID. This deliverable will communicate the values of 

the functionalities and tools under the umbrella of the SealedGRID platform.  

Task 2.2 Technical requirements specification aims to translate the operational needs of the SG 

stakeholders in technological requirements. The list of the business requirements defined in Task 2.1 

is analysed, in order to define whether the declared requirements are unclear, incomplete, 

ambiguous, or contradictory to the business scenarios. More specifically, both the intra-connection 

and inter-connection requirements to support security interoperability in the SG is clarified. The 

intra-connection requirements, referring to hardware and communication constraints, will drive the 

design implementation of WP3 and WP4. 

Next Task 2.3 defines and describes the various components of the SealedGRID platform 

architecture, the interaction between them and the technologies that are used for each component. 

In order to clearly highlight the requirements that led to this architecture a complete threat model is 

used. The breakdown of the various components has also been based on the use cases that are part 

of the task 2.1 “Business cases and specifications”. The SealedGRID architecture consists from the 

following components: the SealedGRID Smart Meter, the SealedGRID Aggregator, the SealedGRID 

Utility, but also SealedGRID supports devices that are partially SealedGRID compliant and legacy 

devices. Apart from the detailed description of these components, this report also describes the 

state-of-the-art protocols and concepts that are used to connect each-other and support security 

and privacy and ensure the confidentiality, integrity, availability and accountability of the system: 

SOMA, MASKER, Federated Logins, TEE and Blockchain. 
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1 Introduction  
The following pages provide a brief overview on the overall goals of the SealedGRID project and a 

description of the scope of this deliverable together with an outlook on the further steps for the 

overall analysis of the SealedGRID solution. 

1.1 A brief description of the SealedGRID project 

The rapid evolution of Information and Communications Technologies has revealed the potential for 

centrally monitoring, controlling and optimizing the power grid. The Smart Grid based on European 

Union shall support a dynamic two-way information exchange between Utility companies and their 

customers (energy consumers) and contribute towards a smart and sustainable energy management 

in Europe.  

Consumers, on the other hand, may also take advantage of the power grid evolution to establish a 

Demand Response (DR) energy consumption strategy, which will not only provide them with lower 

bills, but will also contribute towards building a wiser energy consumption mentality for the new 

generations. EU regulations require member nations to ensure that 80% of residential households 

will be fitted with Smart Grid nodes. Following these regulations, Utility companies have to allocate 

a lot of effort to install Smart Meters. 

The power grid, which is a vital economic and social infrastructure, will be exposed to security 

threats inherited by the ICT sector, while privacy issues and new vulnerabilities, related to the 

specific characteristics of the Smart Grid infrastructure, will emerge. The SealedGRID platform shall 

efficiently and jointly integrate three major challenges: 

o Scalability: Smart Grid Utilities will manage a plethora of Smart Meters, making the Utility 

side of the Smart Grid a highly vulnerable target, since a potential attack may destruct the 

entire energy distribution system. 

o Trust: Smart Grid nodes will be accessible by customers creating a fertile field for malicious 

users that may physically modify hardware or software to intercept personal information or 

alter energy measurements and costs. 

o Interoperability: Smart Grid protection will cope with inter-domain security issues between 

nodes that implement different security policies and services. 

SealedGRID aims at designing, analyzing, and implementing a scalable, highly trusted and 

interoperable Smart Grid security platform. Towards this direction, SealedGRID is committed to 

creating a fully-integrated and multi-disciplinary programme, while all efforts and funding will be 

focused on this purpose. 

1.2 Role of the deliverable 

The role of the deliverable is to provide a description of the use cases, technical requirements as 

well as reference architecture of the SealedGRID, therefore establishing a full set of specifications 

that will serve to implement the system. 

The present document has two main purposes: 

• Describe the use cases and technical requirements of the SealedGRID system. 
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• Serve as a reference for other deliverables on how to implement the SealedGRID system 

1.3 Relationship to other deliverables 

D2.1 provides the first rough sketch of SealedGRID, and thus, it sets the framework on which the 

SealedGRID key management and authentication procedures will be precisely defined (WP3), 

Trusted Computing and Privacy Protection platform will be modelled (WP4) and the authorization 

and authentication interoperability framework will be developed (WP5). As such, D2.1 is linked to all 

the major deliverables of the project. 

D3.1: Key management component – The key management component described in D3.1 will 

respect the scenarios defined in Section 2 and the architecture described in Section 4 of this D2.1.  

D3.2: Authentication component – The authentication component described in D3.2 will respect the 

scenarios defined in Section 2 and the architecture described in Section 4 of this D2.1.  

D4.1: Trusted computing component - The trusted computing component described in D4.1 will 

respect the scenarios defined in Section 2 and the architecture described in Section 4 of this D2.1 

D4.2: Privacy protection component- The privacy protection component described in D4.1 will 

respect the scenarios defined in Section 2 and the architecture described in Section 4 of this D2.1 

D5.1 & D5.2: Initial ad final Authorization and security interoperability component – The 

component described in D5.1 & D5.2 will respect the technical requirements specified in Section 3 as 

well as the architecture described in section 4 of this D2.1. 

D6.1 & D6.2: Initial & Final integrated system – The system described in D6.1 & D6.2 will respect the 

technical requirements specified in Section 3 of this D2.1. 

In addition, all mentioned deliverables will use the candidate technologies that are described in 

section 5 of this deliverable. 

1.4 Structure of this document 

Chapter 2 performs the high-level requirements analysis through three (3) use cases, their scenarios, 

and the entities who interact with the SealedGRID platform.  

Chapter 3 derives the technical requirements of the SealedGRID system as well as the security model 

that it uses. 

Chapter 4 provides a description of the SealedGRID reference platform to be used in the future 

development of the project. 

Finally, Chapter 5 specifies some candidate implementation technologies and algorithms for 

achieving the SealedGRID outcome. 

2 State-of-the-art 
In this section, we will present the state-of-the-art for each of the components comprising the 

SealedGRID platform. SealedGRID platform will focus on the following sectors: a) Key Managements 
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and authentication in the SG; b) Trusted computing and privacy protection in the SG and c) 

Authorization and security interoperability mechanisms in the SG. 

2.1 Key Management and authentication in the SG 

Key Management in SG is characterized as crucial process. However, the existing implementations 

are divided into different categories that present their own weaknesses. Key management schemes 

based on share keys use symmetric keys and every node must maintain one key for each secure 

connection to another node.  The implementations of this category decrease the scalability. 

Moreover, there are Key Management schemes that utilize ID-based cryptography, e.g. [12]. The 

disadvantage of these schemes is the fact that the Private Key Generator has to be always online and 

available, which can be a single point of failure. Furthermore, there are architecture which are based 

on a hierarchical Public Key Infrastructure cryptography. However, this weakness of this architecture 

is the root Credential Authority being a single point of failure, e.g. in [13]. In [14], a localization-

based key management system is proposed, where data are encrypted by the key associated with 

the coordinate of the meter and a random key index. Nevertheless, the encryption keys are 

managed and distributed by a trusted third party (TTP), creating a single point of failure. In [15] 

group key management is used, producing a solution that is robust against replay and node capture 

attacks. As for commercial products, Sensus utilises the Security Key Lifecycle Manager [16] from 

IBM in its smart meters, while Elster implements its own key management system in its EnergyAxis 

solutions [17]; however, both key management systems are centralized. SYPRIS Electronics [18] 

provides its Cryptographic Key Management System (CKMS), which is based on 

compartmentalization (i.e., use different keys for different locations or types of devices) and 

centralized key generation. 

On the other hand, the authentication in the SG [19], was categorized as: a) device-to-device; b) 

device-to-network, and c) user-to-device/network; this review highlighted that there is a large 

volume of existing work, however, each of them covers partially the security and performance 

requirements of the SG. In [20], a device-to-device authentication framework is presented that is 

based on a two-layer approach: smart meters are authenticated globally by a PKI, and locally by 

channel signatures. In [21] a lightweight, mutual authentication and key agreement protocol is 

proposed based on hash message authentication codes. In [2], an authenticated aggregation 

protocol is presented based on asymmetric keys; this solution mainly preserves the authenticity of 

exchanged messages but does not guarantee that only authentic entities are part of the SG. 

Authentication in the SG has also been recognized as an important issue from the industry as well, 

leading to standards, like DNP3 Authentication and IEC 62351-5 [23]. These two standards are also 

some of the primary cyber security standards identified by NIST as pertinent to their ongoing 

interoperability effort. In the commercial domain, Maxim provides an integrated authentication 

protocol based on AES encryption in products like its MAX36025 smart meter [24]. Gemalto provides 

security solutions to smart meter manufacturers; for authentication, the recommended solution is 

an identity-based model utilizing a PKI [25] Finally, regarding blockchain technology, there are no 

systematic approaches yet that attempt to investigate how blockchain [26] technology can be 

employed in SG to achieve non-trusting members of SG to interact to each other without the need of 

a trusted intermediary. 

2.2 Trusted computing and privacy protection in the SG 
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The hardware security modules in the SG is not new, but very limited work related to the SG exists 

currently [27]. Recently, there have been efforts to anonymise trusted computing operations, like bi-

directional communications [28] and remote attestation [29]. Generally, two prevalent specifications 

for trusted computing exist: the Trusted Platform Module (TPM) and the Trusted Execution 

Environment (TEE). The most significant limitations of the TPM platform include: i) increased cost of 

a device, ii) no protection against runtime attacks, iii) the assumption that a TPM cannot be 

tampered, and iv) no suitability for mobile and embedded devices. TEE does not require a separate 

hardware module; instead, it utilises two virtual processing cores with different privileges: a normal 

one for applications, and a secure one for security-sensitive code execution. A key concept in trusted 

computing is remote attestation, where modifications in static files (e.g., configuration files) in one 

entity can be detected by remote authorized entities. However, TPM is not designed to provide 

runtime attestation of executable programs, thus, reducing its effectiveness, since a malware can 

exploit an application and operate in the RAM memory of a smart meter without being detected by 

the TPM. 

Regarding privacy, a lot of research has been accomplished comprising solutions using: i) 

homomorphic encryption, ii) traditional encryption, and iii) masking. Solutions, like [30, 31, 32] tend 

to pose high overhead to SG nodes (especially resource-constrained smart meters) due to 

homomorphic encryption. Solutions using traditional encryption include [33]; the use of TTPs and 

Key Distribution Centres creates a single point of failure. According to standardisation organisations 

CEN/CENELEC/ETSI [34], the efficiency and privacy requirements of a privacy preserving mechanism 

for the SG can be met using masking. Such methods [35, 36, 37] lack protection against non-

repudiation and adaptability on node join or leave. Commercially, the well-known privacy 

compliance and risk management company TRUSTe provides the TRUSTed Smart Grid Privacy 

Program [38] that assesses and certifies the privacy practices of third-party companies that require 

access to consumers’ energy usage data. Energy Smart Florida (ESF), which has deployed over three 

million advanced smart meters, protects privacy by not storing customer identifying information and 

usage history in the meters, while all information is encrypted [FPL]. 

2.3 Authorization and security interoperability mechanisms in the SG 

Security interoperability is recognized as one of the most challenging research areas within the field 

of critical infrastructures by International Organizations such as the NIST, and IEEE. In this context, 

diverse technologies (sensors, meters, actuators, etc.) and various communication systems (WiMax, 

WiFi, ZigBee, 3G cellular, etc.) as well as different domains have to live together in a unified 

ecosystem to lead critical actions. These actions, related to the control or user's sensitive 

information (e.g., electrical consumption) running across the various components of the SG may be: 

a) corrupted by malicious actors if data are not correctly protected, or b) disrupted due to the lack of 

standardization and interoperability mechanisms. The design of secure authorization and 

interoperability mechanisms is a complex task as specified in [39, 40]. They state that the inter-

connection between systems that were not originally envisioned to interoperate may present 

unanticipated problems, not just in operation, but in data availability, resolution, and format; it may 

also cause significant delays in the primitive operations. 

A method for subdividing SG areas into microgrid domains is also considered by [41] to propose a 

RBAC mechanism dependent on the area of responsibility. [42] propose a scheme that provides a 
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dynamic authorization for each user-role by computing the attribute-based hash value. The 

authorization is maintained so that each user can perform only those actions that are allowed under 

the access permissions granted to it. Regarding policy enforcement in SG environments, [43] 

propose the use of smart energy gateways to establish trust relationships between parties using 

asymmetric key cryptography and cryptographic hash functions. [44] provide a middleware 

architecture based on RBAC, Policy Enforcement Points (PEPs) and Policy Decision Points (PDPs) to 

collect data streams from multiple sources connected to the Advanced Metering Infrastructure 

(AMI) in a standardized format. In [45], a solution based on the use of PEPs and PDPs has been 

proposed to interconnect large distributions, containing technologies belonging to different 

infrastructures, manufactures and vendors. In [46], a data-centric access control framework for 

smart grids that follow the publish/subscribe model is proposed, adopting an Attribute-Based 

Authorization Policy. 

The main limitation of the related works has to do with the fact that these solutions are not able to 

cope with dynamic environment of SG, since they are based mainly on RBAC. Moreover, the above 

solutions do not provide any implementation details, nor performance evaluations through 

simulations. Itron’s OpenWay Riva [47] is a commercial communication platform that provides well-

defined points of interoperability between customer and utility systems, greatly simplifying and 

reducing integration costs and issues. UL offers certification, assessment and compliance services in 

several commercial sectors; in the smart grid domain [48] they test and certify systems and 

products, as well as verify performance, security and interoperability between them prior to 

installation. 

3 Use cases 

3.1 Introduction 

This chapter presents the high-level requirements analysis through three (3) use cases, their 

scenarios, and the entities who interact with the SealedGRID platform. The following three use cases 

are described: 

1. Use Case A: Single domain SealedGRID scenario 

2. Use Case B: Multi-domain SealedGRID scenario 

3. Use Case 3: Legacy and SealedGRID devices interconnection 

These use cases are described in a way that expresses the use of SealedGRID platform and comprises 

all the functionalities that are integrated in the final project output. 

The SealedGRID use-cases as defined in the SealedGRID proposal are three and they are the 

following:  

a) Use case A: Single domain SealedGRID 

b) Use case B: Multi-domain SealedGRID  

c) Use case C: Legacy SealedGRID devices interconnection  

The use-case A is analyzed in twelve scenarios, the use-case B is analyzed in eleven scenarios and the 

use-case C is analyzed in eight scenarios. In total, we have thirty-three scenarios. It is important to 
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notice that some of the proposed scenarios are individual and are applied only on one use-case. 

However, most of the proposed scenarios can be applied on more than one use-case and 

unavoidably there is a repetition between them. However, we have decided to include and analyze 

all of them in this deliverable, in order to cover and clarify all the diverse aspects of the SealedGRID 

architecture and the possible interplays between the various domains and the entities. Finally, it 

should be mentioned that all proposed scenarios and the defined entities comply with the ones of 

the project proposal.  

3.2 Requirements Engineering Background 

According to Sommerville and Sawyer in [1],” Requirements engineering is the process of discovering, 

documenting and managing the requirements for a computer-based system. The goal of 

requirements engineering is to produce a set of system requirements which, as far as possible, is 

complete, consistent, and relevant and reflects what the customer actually wants.”. 

In order to have a common understanding of the basic terms used in this document and in 

requirements engineering in general, it is useful to provide some basic definitions, as provided in the 

book “Managing Software Requirements: A Unified Approach” by Leffingwell and Widrig, [2]: 

● Use Case: A description of a set of actions, including variants (alternatives), that a 
system performs that yields an observable result of value in a particular environment 
and related to a particular goal. 

● Scenario: An instance of a use case, expressed as a sequence of events. 

3.3 Methodology 

Requirements in broad terms need to be discovered, documented and maintained (i.e. changing if 

necessary, keeping track of change and potential impact on the design, and validating the 

requirements once the process is over). These activities are referred to as Requirements Elicitation, 

Requirements Analysis, Requirements Specification, Requirements Validation and Requirements 

Management according to Robertson & Robertson in [3]. 

Requirements Elicitation is where the requirements process starts. It ensures a common 

understanding of the problem that the system aims to solve. The requirements elicitation involves 

collecting information about all involved stakeholders, including end users. The information that is 

sought is about what users are currently working with, why it is inadequate, what their vision of an 

improved system is, and why. To elicit requirements, there are many different techniques that can 

be used (interviews, surveys, brainstorming, etc.), sometimes in combination. For the purposes of 

SealedGRID we are primarily going to be using use cases. 

Requirements Analysis The main objectives of Requirements Analysis are: To detect and resolve 

conflicts between contradicting requirements and more importantly to provide detailed 

requirements: an initial set of high-level requirements describing the functional characteristics of the 

overall system is followed by a step by step approach of decomposing it into more detailed 

functional and non-functional requirements. Several levels of requirements are developed, providing 

sufficient granularity so that they can be allocated to individual subsystems and components in the 

next step of system design. Similarly, in the case of SealedGRID, a prioritization is going to take place 

prior to embarking on system design. Consulting with the stakeholders and end users, more 
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important technical requirements are going to surface in order to provide a highly relevant system 

design. 

Requirements Specification is the formal documentation of the requirements extracted from 

requirements analysis. Requirements must be specific, so that they leave no room for ambiguity or 

misinterpretation. The specification document in the case of SealedGRID the D2.1 has to be 

maintained over the life of the project. 

Requirements Validation ensures that requirements are complete, consistent, unambiguous, 

accurate, necessary and feasible. Validation is different to verification, which merely determines 

whether the end system meets the requirements. Validation is a critical step that intends to identify 

requirement shortfalls as early as possible, when correcting them is less costly. Once requirements 

are validated through a review process, the requirements spec becomes the basis for all 

development and testing activities that follow. 

Requirements Management fundamentally addresses traceability and change management of the 

requirements themselves by any means appropriate depending on the complexity of the system. 

3.3.1 Scenario Template 

To provide a structured Scenario description, a Scenario template is defined, as presented in 

Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε.. 

Table 1 Scenario Template 

Field Name Field Description 
Code Number A number identifying the Scenario in unique manner 

Name A short self-explanatory title of the Scenario 

Author/Partner The original author(s) of the Scenario 

Stakeholder Involved participants 

High-Level Description A short story describing when, why and what happens when 
SealedGRID is in use. A comprehensive and self-explanatory 
narrative, focusing in describing a basic use of the system 

Variant Alternative ways to use the system 

Issues Specifying the key issues in the story for the different participants. It 
can include technical limitation, regulatory constraints, performance 
challenges 

Benefits Specifying how the different participants benefit from SealedGRID to 
clarify the added value for the platform users in particular when 
compared to current limitations 

Notes Any general remark related to the Scenario that should be kept in 
mind while carrying in the later development stages 

Services A list of the envisaged SealedGRID services that will be used to 
materialize the scenario 

3.4 Terminology 
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3.4.1 Participating entities 

3.4.1.1 SealedGRID device – Smart Meter 

The Smart Meter is responsible for collecting electricity consumption readings. The number of Smart 

Meters in each building varies, depending on the size of the building; usually, detached houses have 

one Smart Meter, while apartment buildings have one Smart Meter per apartment.  

3.4.1.2 SealedGRID Aggregator 

The Aggregators are intermediate nodes between the collector and the Smart Meters, which sum 

the individual readings received by the meters and transmit the result to the collector. This way, 

processing is distributed among the Aggregators and data for demand response become available 

without putting too much load on the Utility. In some cases, the architecture might not include 

explicit entities that perform intermediate aggregation and Smart Meters can play this role as well. 

3.4.1.3 SealedGRID Utility 

The Utility accumulates high-frequency aggregated values. It can either use these values as is for 

demand response (e.g., control the electricity consumption in a specific area) or sum them to come 

up with the total grid consumption. The collector is also responsible for billing by computing the 

total consumption of a customer at the end of a billing period (e.g., one month) using low-frequency 

metering data.  

3.4.1.4 Partial SealedGRID device 

The partial SealedGRID devices are devices that meet some of the SealedGRID requirements. For 

example, these devices do not support all SealedGRID protocols.  

3.4.1.5 Legacy device 

The legacy devices are devices that do not meet the SealedGRID requirements. 

3.4.1.6 External Adversary 

The external adversary is not part of a SealedGRID domain. It aims at destroying the domain, 

violating customer’s privacy or endangering the accountability, the availability, the integrity and the 

confidentiality of the system. 

3.4.1.7 Insider Adversary 

This insider adversary is part of a SealedGRID domain. The device can successfully complete the 

authentication and the authorization process with the platform. It aims at violating customer’s 

privacy or endangering the accountability, the availability, the integrity and the confidentiality of the 

system. 

3.5 Use Case A – Single domain SealedGRID 

3.5.1 Introduction 

The processes of authentication, authorization and communication are significant parts of any single 

administrative domain in Smart Grid with online Smart Meters. Each domain has its own rules for 

authentication, authorization and communication between its participants. Hence, when a new 

device is going to be added to the domain, specific rules should be followed. These rules shall define 

how the authentication will be established. After the authentication process, a device will be granted 

with specific privileges for actions in the domain. Moreover, there are rules for the communication 
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process. All devices shall follow these rules and should not try to cheat. If a device tries to cheat, 

then this will be defined as an untrusted device. 

This scenario will investigate the rules that are required to be followed by a new SealedGRID device 

to be authenticated and authorized in a domain but also to communicate with another device from 

the same domain. Furthermore, the state-of-the-art technologies that need to be used for the 

development and/or integration of these methods will be mentioned. The scenarios of this use case 

could be implemented in many environments. These environments are, for example, smart homes 

and smart factories, where energy consumption plays a crucial role, thus the security of the Smart 

Meters is a critical issue.  

3.5.2 Use case purpose 

The purpose of this use case is to explain in detail how SealedGRID devices will react when new 

SealedGRID devices want to join their domain, authenticate and communicate with them. This is an 

essential issue because new devices will most certainly be added to a domain. Each domain has its 

own rules for authenticating new devices. These rules shall be followed by all SealedGRID devices 

which want to be part of the domain. Moreover, we will also describe how the legitimate 

SealedGRID devices will behave when a SealedGRID device is identified as an adversary. This is also 

critical and highly likely to occur because an adversary may be a SealedGRID device. 

3.5.3 Use case entities 

In this use case the entities are SealedGRID devices: a) SealedGRID Smart Meters, b) SealedGRID 

Aggregator and c) SealedGRID Utility. These are legitimate and adversary devices. The legitimate 

devices follow the domain rules without trying to break them. Over time, these devices may become 

malfunctioned, this means that a specific behavior of the other devices should be defined. The 

adversaries are devices which are SealedGRID but are trying to block or hijack the communication 

and endanger system confidentiality, integrity, availability and accountability. Furthermore, an 

adversary could be a customer who owns a SealedGRID device and wants to infringe in its system to 

distort metering values or an evil person who is outside of the domain, but his goal is to endanger 

the system. 

3.5.4 Scenario 1: Registration of a new SealedGRID device 

Table 2 presents the first scenario – “Registration of a new SealedGRID device” of Use Case A – 

“Single domain SealedGRID”. 

Table 2 Registration of a new SealedGRID device 

Field Name Field Description 
Code Number SDSG.1 

Name Registration of a new SealedGRID device 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices (Smart Meters, Aggregator, Utility), a single-
domain. 

High-Level Description In a single domain there are many SealedGRID devices and follow the 
same domain rules. In each domain there are specific rules for the 
authentication and communication process. Hence, when a new 
SealedGRID device is going to be added into the domain, the 
authentication process will be firstly executed. After the successful 
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authentication, the device will be authorized for specific actions. 
These actions derive from the Aggregator. These actions have 
already been defined by the Utility (e.g. count energy consumption). 
Each new authenticated and authorized SealedGRID device can 
communicate with the other devices from the domain. We assume 
that a new SealedGRID device wants to connect to the domain, so 
the authentication, authorization and communication process will be 
defined. 
SealedGRID realizes the importance of these actions and the effects 
on the system that could emerge if authentication or authorization 
process are not followed. Possible wrong authentication and 
authorization could endanger the system confidentiality and 
availability. These are priorities for the SealedGRID. Hence, 
SealedGRID designs and implements a platform that is able to meet 
these requirements and abides by the existing standardization work. 

Issues & Benefits -Thanks to SealedGRID, no device that does not follow the rules can 
access the domain 
-Define a specific authentication process 
-Define a specific communication process 
-Define how to prevent a SealedGRID device that does not follow the 
domain rules from having access. 

Notes -Strong authentication process 
-Strong authorization process 
-Strict rules are followed by the participants 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-Trusted Execution Environment (TEE) 
-Remote attestation mechanisms  
-Attribute Based Access Control (ABAC) 
-Role Based Access Control (RBAC) 

3.5.5 Scenario 2: Insider adversary using a SealedGRID device to perform malicious 

actions 

Table 3 presents the second – “Insider adversary using a SealedGRID device to perform malicious 

actions” of Use Case A – “Single domain SealedGRID”. 

Table 3 Insider adversary using a SealedGRID device to perform malicious actions 

Field Name Field Description 
Code Number SDSG.2 

Name Insider adversary using a SealedGRID device to perform malicious 
actions 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices, adversary SealedGRID device, single-domain 

High-Level Description We assume that an adversary used to be a legitimate customer. The 
adversary is a SealedGRID device that was successfully authenticated 
during the authentication process.  
The adversary SealedGRID device aims at interpreting and blocking 
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the connection of the other devices. The domain defines rules for its 
SealedGRID devices, to detect adversaries that are located inside the 
domain. These are strict rules for the detection of an adversary. 
These rules are defined by the Utility and are enforced by the 
Aggregators. The SealedGRID devices follow these rules for detecting 
adversaries. The legitimate SealedGRID devices including the 
Aggregator should detect the adversary and inform the other 
devices.  
This is a very crucial process, because an adversary can cause critical 
damage to the domain that can lead to important consequences in 
domain confidentiality and availability. The rules should be followed 
and must reduce the chance of “false negative” alerts, because this 
will reduce the efficiency of the system. The Aggregator detects an 
abnormal behavior based on its presented credentials or a lack of 
privileges or some breach of security policy. 

Issues & Benefits -Thanks to SealedGRID, none of the adversaries can cause damage to 
the domain or to the architecture. 
-Only a SealedGRID device can obtain access to a domain. 
-There is a specific authentication process. 
-There is a specific communication process. 
-There is a specific way for monitoring the behavior of the devices 
and its associated permissions, depending on the access control used 
scheme. 
-There is a specific way for reviewing the behavior of the devices. 
-There is a specific way to detect an adversary. 
-Define how the SealedGRID device will detect an adversary 
SealedGRID device. 

Notes -Strong authentication process 
-Rules are followed by the participants 
-Low “false negative” alerts 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
-Hybrid access control 
-Authentication token 
-RBAC 
-ABAC 

3.5.6 Scenario 3: Malfunctioned SealedGRID device  

Table 4 presents the third scenario – “Malfunctioned SealedGRID device” of Use Case A – “Single 

domain SealedGRID”. 

Table 4 Malfunctioned SealedGRID device 

Field Name Field Description 
Code Number SDSG.3 

Name Malfunctioned SealedGRID device 

Author/Partner NEURO/UPRC 
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Stakeholder SealedGRID device, malfunctioned SealedGRID device and a single-
domain 

High-Level Description We assume that there is a SealedGRID device in the domain and it is 
malfunctioned. This device used to be functional. The legitimate and 
functional SealedGRID devices should detect the malfunctioned 
device and report it to the other devices. For the detection of a 
malfunctioned device, there is a specific procedure according to 
which it can be determined when a device can be classified as 
malfunctioned. This is very important because a malfunctioned 
device could become the domain’s vulnerability because it may 
become a weakness to be exploited. This case is also defined by 
SealedGRID and will be followed by all participating devices. 
Moreover, the malfunctioned device should be repaired as soon as 
possible to become participant of the domain again. 
An Aggregator finally determines that the connection must be 
revoked until the malfunctioned device is repaired. This is to protect 
against the existence of vulnerabilities in the domain that could lead 
to dramatic consequences in case they are exploited, or to prevent 
the disruption of the overall system. In case the malfunctioned 
device is a relevant node (e.g., a RTU, PLC or gateway), the 
Aggregator must report this situation to the main entities of the 
system (e.g., Utility).  
In the worst-case scenario when there is no entity to handle this 
situation (availability, problem with the access, etc.), the Aggregator 
will have to allow the activation of secondary roles to other entities 
(through the concept of Dynamic Separation of Duties). This task not 
only limits the access to the device by other entities with 
inappropriate privileges but also protects the device.   

Issues & Benefits -Define how the SealedGRID devices will identify the malfunctioned 
device 
-Define how the SealedGRID devices will report to the other devices 
the malfunctioned device 
-Define how the functional SealedGRID devices will react to the 
detection of a malfunctioned device. 
-Define how the malfunctioned device will become again participant 
of the domain after the malfunction’s repair 
-Reduce false alert for non-malfunctioned devices 
-Define how previous malfunctioned SealedGRID devices will be re-
authenticated after the malfunction’s repair 
-Define if and how the SealedGRID devices will communicate with 
the malfunctioned SealedGRID devices  

Notes -Strict rules will be followed by the SealedGRID device to detect 
malfunctioned devices. 
-Strict communication rules between the participants when a 
malfunctioned device is detected 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote Attestation Mechanism 
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-Hybrid access control 
-ABAC 
-RBAC 

3.5.7 Scenario 4: Registration of a new partial SealedGRID compliant device  

Table 5 presents the fourth scenario – “Registration of a new partial SealedGRID compliant device” 

of Use Case A – “Single domain SealedGRID”. 

Table 5 Registration of a new partial SealedGRID compliant device 

Field Name Field Description 
Code Number SDSG.4 

Name Registration of a new partial SealedGRID 
compliant device 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices, partial SealedGRID 
compliant device and a single-domain. 

High-Level Description This scenario is similar to SDSG.1 (see section 
3.4). However, in this scenario, we assume that 
a partial SealedGRID device wants to register to 
a SealedGRID domain.  

Issues & Benefits -Thanks to SealedGRID, only devices that follow 
the SealedGRID rules can access the domain. 
-Only a partial SealedGRID device that follows 
the rules can obtain access to an administrative 
domain. 
-Define the specific authentication process with 
a SealedGRID partial compliant device. 
-Define the authorization process of a partial 
SealedGRID compliant device. 
-Define the communication process with a 
SealedGRID partial compliant device 

Notes -Strong authentication process 
-Strict rules are followed by the participants 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote Attestation Mechanism 
-ABAC 
-RBAC 

3.5.8 Scenario 5: Insider Adversary using partial SealedGRID compliant device to 

perform malicious actions 

Table 6 presents the fifth scenario – “Insider Adversary using partial SealedGRID compliant device to 

perform malicious actions” of Use Case A – “Single domain SealedGRID”. 
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Table 6 Insider Adversary using partial SealedGRID compliant device to perform malicious actions 

Field Name Field Description 
Code Number SDSG.5 

Name Insider Adversary using partial SealedGRID compliant device to 
perform malicious actions 

Author/Partner NEURO/UPRC 

Stakeholder Partial SealedGRID compliant device, adversary device and a single-
domain  

High-Level Description This scenario is the similar to the SDSG.2 (see section 3.5). However, 
the adversary is a partial SealedGRID compliant device that was 
successfully authenticated during the authentication process.  

Issues & Benefits -Thanks to SealedGRID, none of the devices that do not follow the 
rules can access the domain. 
-Only a SealedGRID device that follows the rules can obtain access to 
an administrative domain. 
-Define the specific communication process for a partial SealedGRID 
device. 
-Adversaries will be detected. 
-Define how adversary’s detection will be done. 
-Specific handle for adversaries. 
-Define rules for the communication between the participants after 
the adversary’s detection. 
-Reduced “false negative” alerts. 

Notes -Strong authentication process 
-Strict rules are followed form the participants 
-Adversaries will be detected 
-Domain can handle the adversary’s existence 

Services -Web of Trust 
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
-ABAC 
-RBAC 

3.5.9 Scenario 6: Partial SealedGRID compliant device identified as malfunctioned 

Table 7 presents the sixth scenario – “Partial SealedGRID compliant device identified as 

malfunctioned” of Use Case A – “Single domain SealedGRID”. 

Table 7 Partial SealedGRID compliant device identified as malfunctioned 

Field Name Field Description 
Code Number SDSG.6 

Name Partial SealedGRID compliant device identified as malfunctioned 

Author/Partner NEURO/UPRC 

Stakeholder Partial SealedGRID compliant, malfunctioned device, single-domain 

High-Level Description This scenario is similar to the SDSG.3 scenario (see section 3.6). 
However, the malfunctioned device in this scenario is a partial 



 

 
Deliverable D2.1 “Business Cases” 

25 
 

SealedGRID device.  

Issues & Benefits -Thanks to SealedGRID, none of the adversaries can cause damage to 
the domain 
-Only a SealedGRID device can obtain access to a domain 
-There is a specific authentication process for partial SealedGRID 
compliant device 
-There is a specific communication process for partial SealedGRID 
compliant device 
-There is a specific way for monitoring devices’ behavior 
-There is a specific way to detect a malfunctioned device 

Notes -Strong authentication process 
-Strict rules are followed form the participants 
-Low “false negative” alerts for malfunctioned devices 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
-ABAC 
-RBAC 

3.5.10 Scenario 7: Insider adversary tries to violate customer’s privacy 

Table 8 presents the seventh scenario – “Insider adversary tries to violate customer’s privacy” of Use 

Case A – “Single domain SealedGRID”. 

Table 8 Insider adversary tries to violate customer’s privacy 

Field Name Field Description 
Code Number SDSG.7 

Name Insider adversary tries to violate customer’s privacy 

Author/Partner NEURO/UPRC  

Stakeholder  SealedGRID device, insider adversary, single-domain 

High-Level Description This scenario is the similar to the SDSG.2 (see section 3.5). However, 
the adversary tries to violate the privacy of a specific customer. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can violent customer’s privacy 
- There is a specific method to detect privacy violation 
- There is a specific method to prevent privacy violation 

Notes -Strong authentication process 
-Strict rules are followed by the participants 
-Low “false negative” alerts for privacy violation 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
-ABAC 
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-RBAC 

3.5.11 Scenario 8: Insider adversary tries to disrupt system availability 

Table 9 presents the eighth scenario – “Insider adversary tries to disrupt system availability” of Use 

Case A – “Single domain SealedGRID”. 

Table 9 Insider adversary tries to disrupt system availability 

Field Name Field Description 
Code Number SDSG.8 

Name Insider adversary tries to disrupt system availability 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID device, SealedGRID adversary device, single-domain, 
system’s continuity 

High-Level Description This scenario is similar to the SDSG.2 (see section 3.5). The insider 
adversary tries to infringe in Smart Meter software. This issue could 
affect system continuity. If the adversary can infringe into Smart 
Meter “software” and send commands to “shut-down” other Smart 
Meters of its domain, then availability and continuity of the system 
will be jeopardized. Not only customers’ energy consumption habits 
will be interpreted but also could cause serious problems to them 
leading even to loss of human lives.  

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can endanger a domain 
- None of the adversaries can endanger system’s availability 
- None of the adversaries can endanger system’s continuity 
- There is a specific method to prevent these actions 

Notes -Strong authentication process 
-Strict rules are followed form the participants 
- Hard-ware security 
- Strict permissions 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
- ABAC 
- RBAC 

3.5.12 Scenario 9: Insider adversary tries to endanger system accountability 

Table 10 presents the ninth scenario – “Insider adversary tries to endanger system accountability” of 

Use Case A – “Single domain SealedGRID”. 

Table 10 Insider adversary tries to endanger system accountability 

Field Name Field Description 
Code Number SDSG.9 

Name Insider adversary tries to endanger system accountability 
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Author/Partner NEURO/UPRC 

Stakeholder  SealedGRID device, adversary, single-domain, 

High-Level Description This scenario is similar to the SDSG.2 (see section 3.5). Each 
SealedGRID Smart Meter device forwards packets containing real 
time meter values. The adversary tries to shift the sent metering 
values to receive a reduced bill. 
In Smart Meters, it is obvious that the metering values should not be 
changed, since they are the basis for total billing. In addition, 
changes to the Smart Meter time and date, and other tariff-related 
parameters must be accountable.  

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can endanger the domain 
- None of the adversaries can endanger system accountability 
- None of the adversaries can claim non-repudiation 

Notes -Strong metering process 
-Strict rules are followed form the participants 
- Hard-ware security 
- Strict permissions 

Services -Web of Trust  
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
- ABAC 
- RBAC  
- Metering Process  

3.5.13 Scenario 10: External Adversary tries to modify exchanged data between 

SealedGRID Smart Meter and Aggregator 

Table 11 presents the tenth scenario – “External Adversary tries to modify exchanged data between 

SealedGRID Smart Meter and Aggregator” of Use Case A – “Single domain SealedGRID”. 

Table 11: External Adversary tries to endanger integrity of exchanged data between Smart Meter and Aggregator 

Field Name Field Description 
Code Number SDSG.10 

Name External Adversary tries to endanger integrity of exchanged data 
between Smart Meter and Aggregator 

Author/Partner NEURO  

Stakeholder  SealedGRID device, adversary, single-domain, 

High-Level Description This scenario is the similar to the SDSG.2 (see section 3.5). However, 
there is an external adversary who tries to achieve “Man in the 
Middle Attack” (MITM) between a SealedGRID Smart Meter and an 
Aggregator, to forge the exchanged data. This is a very crucial issue 
because integrity of the exchanged data is in jeopardy. Manipulation 
of this data from adversaries could provoke to endanger the system 
and customers will lose their trust to the SealedGRID. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
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to the domain 
- None of the adversaries can endanger the domain 
- None of the adversaries can endanger system’s integrity 

Notes -Strong metering process 
-Strict rules are followed form the participants 
- Hard-ware security 
- Strict permissions 

Services TEE 

3.5.14 Summary 

The SealedGRID platform provides authentication, authorization and communication in a 

SealedGRID domain. Also, connected SealedGRID Smart Meters of a SealedGRID domain can 

communicate to each other without any restriction. The above amenity with system confidentiality, 

availability and integrity are priorities for the SealedGRID. These shall be protected. There are also 

use-cases when a new device will be added into a domain that is a partial SealedGRID device or a 

device that will become malfunctioned. SealedGRID considering the priorities and the above use-

cases aims at designing and implementing the SealedGRID architecture. This architecture ensures 

the confidentiality, integrity, accountability and availability of the system without interception or 

limiting user’s energy consumption habits. 

3.6 Use Case B – Multi-domain SealedGRID 

3.6.1 Introduction 

The processes of authentication, authorization and communication between SealedGRID devices 

being in different administrative domains are crucial. Each domain has its own rules for 

authentication and communication between its participants. Hence, when a new device is going to 

be added to the domain, specific rules should be followed. When a device from a domain needs to 

communicate with a device from another domain, the authentication process should be firstly 

executed. Moreover, there are rules for the communication process. All the legitimate devices shall 

follow the defined rules and try not to cheat. If a device tries to cheat, then this device will be 

classified as a untrusted device.  

This scenario will investigate the required rules for a device from a domain to be authenticated and 

communicate with devices from another domains. Moreover, the state-of-the-art technologies that 

are necessary to be used for the development and/or integration of the devices will be mentioned. 

Also, the scenarios from this use case could be used in many environments. For example, these 

environments are, smart homes and industries, where energy consumption possesses a crucial role, 

thus the security of each Smart Meters is a critical issue.  

3.6.2 Use case purpose 

The purpose of this use case is to explain in detail how a SealedGRID device from a domain will 

behave when a new SealedGRID device from another domain needs to communicate with it. This is 

crucial because devices from different domains will need to communicate with devices from other 

domains. Each domain has its own rules for authentication and communication processes with new 

devices. These rules shall be followed for all participants that are foreign and want to communicate. 

Moreover, we will also describe how the legitimate SealedGRID devices from the domain will behave 

and react when a new SealedGRID device is an insider adversary.   
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3.6.3 Use case entities 

In this use case the entities are SealedGRID devices. These are legitimate and adversary devices. The 

legitimate devices follow the domain rules without trying to break them. Also, these are a Smart 

Meter, an Aggregator which collects information form the connected Smart Meters and finally a 

Utility which is responsible for energy generation. On the other hand, the adversaries are devices 

which are SealedGRID, but are trying to block the communication and cause an attack.  

3.6.4 Scenario 1: Authentication, Authorization and Communication of SealedGRID 

devices from different domains 

Table 12 presents the first scenario – “Authentication, Authorization and Communication of 

SealedGRID devices from different domains” of Use Case B – “Multi-domain SealedGRID”. 

Table 12 Authentication, Authorization and Communication of SealedGRID devices from different domains 

Field Name Field Description 
Code Number MDSG.1 

Name Authentication, Authorization and Communication of SealedGRID 
devices from different domains 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices and different domains. 

High-Level Description In an administrative domain there many SealedGRID devices 
following the same rules. Each domain has its specific rules for the 
authentication and communication process. When a device is 
authenticated then becomes also authorized to “execute” specific 
actions. Moreover, when a SealedGRID device from the domain A 
wants to communicate with a SealedGRID device from the domain B, 
then specific rules will be followed for the process of authentication, 
authorization and communication.  
Firstly, the authentication process will be executed. After the 
successful authentication, the SealedGRID device will be authorized 
to communicate with the domain devices. SealedGRID will define the 
required procedures.  
SealedGRID realizes the importance of this issue and the 
consequences of the misuse of the process. SealedGRID designs an 
architecture that meets the above requirements without 
interrupting customers’ energy consumption habits and being 
comply with the existing standardization work. 

Issues & Benefits - Authentication between SealedGRID devices from different 
domains 
- Authorization between SealedGRID devices from different domains 
- Communication of SealedGRID devices from different domains 
- Define the communication between SealedGRID devices from 
different domains 
- Define authentication rules between SealedGRID devices from 
different domains 
- Non-SealedGRID devices cannot intrude to the domain 

Notes - Strong authentication process 
- Strict rules are followed by the participants 
- Communication between different domains 

Services - Web of Trust  
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- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
-Federated Logins 

3.6.5 Scenario 2: Authentication, Authorization and Communication with partial 

SealedGRID compliant devices from different domains 

Table 13 presents the second scenario – “Authentication, Authorization and Communication with 

partial SealedGRID compliant devices from different domains” of Use Case B – “Multi-domain 

SealedGRID”. 

Table 13 Authentication, Authorization and Communication with partial SealedGRID compliant devices from different 
domains 

Field Name Field Description 
Code Number MDSG.2 

Name Authentication, Authorization and Communication with partial 
SealedGRID compliant devices from different domains 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID device, partial SealedGRID compliant device, different 
domain, interconnection  

High-Level Description We assume the partial SealedGRID device is in a different 
SealedGRID domain from the other interconnection participant. At 
first, a specific authentication process will be executed. After the 
successful authentication, the device can communicate with devices 
from the domain. The authentication and communication processes 
will be defined. Authentication with a partial SealedGRID devices is 
an essential process because there is danger for being a vulnerability 
for the domain. 

Issues & Benefits - Thanks to SealedGRID, none of the devices that do not follow the 
rules can access the domain 
- Only a SealedGRID device that follows the rules can obtain access 
to an administrative domain 
- Define the specific authentication process with partial compliant 
device from different domain 
- Define the specific communication process with partial compliant 
device from different domain 

Notes - Strong authentication process 
- Strict rules are followed form the participants 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
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3.6.6 Scenario 3: Insider Adversary tries to communicate with SealedGRID device from 

another SealedGRID domain 

Table 14 presents the third scenario – “Insider Adversary tries to communicate with SealedGRID 

device from another SealedGRID domain” of Use Case B – “Multi-domain SealedGRID”. 

Table 14 Insider Adversary communicates with SealedGRID device from another SealedGRID domain 

Field Name Field Description 
Code Number MDSG.3 

Name Insider Adversary communicates with SealedGRID device from 
another SealedGRID domain 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices, insider Adversary SealedGRID device, different 
domains, interconnections. 

High-Level Description This scenario is the counterpart of the SDSG.2 scenario (see section 
3.5). However, the adversary is in a different SealedGRID domain. 
There is an interconnection between the adversary and the victim. 

Issues & Benefits - Only a SealedGRID device can obtain access to a domain and its 
resources 
- Define communication process of SealedGRID devices from 
different domains 
- Define the adversarial model and attack models 
- Specify the insider adversary’s detection method and control access 
protection 
- There is specific way for monitoring devices’ behavior and its 
associated permissions, depending on the access control scheme 
used. 

Notes -Strong authentication process 
-Strict rules are followed by the participants 
-Communication between different domains 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- Hybrid access control 
- Federated Logins 

3.6.7 Scenario 4: Insider Adversary tries to violate privacy of a customer from different 

SealedGRID domain 

Table 15 presents the fourth scenario – “Insider Adversary tries to violate privacy of a customer from 

different SealedGRID domain” of Use Case B – “Multi-domain SealedGRID”. 

Table 15 Adversary tries to violate privacy of a customer from different SealedGRID domain 

Field Name Field Description 
Code Number MDSG.4 

Name Adversary tries to violate privacy of a customer from different 
SealedGRID domain 
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Author/Partner NEURO/UPRC 

Stakeholder Partial SealedGRID compliant, malfunctioned device, multi-domain, 
interconnections, adversary 

High-Level Description This scenario is the counterpart of the SDSG.7 scenario (see section 
3.10). However, the adversary is in a different SealedGRID domain 
than the victim. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can violent customer’s privacy 
- There is a specific method to detect privacy violation 
- There is a specific method to prevent privacy violation 

Notes - Strong authentication process 
- Strict rules are followed by the participants 
- Low “false negative” alerts for privacy violation 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
- Federated Logins 

3.6.8 Scenario 5: Insider Adversary tries to disrupt system availability from different 

domain 

Table 16 presents the fifth scenario – “Insider Adversary tries to disrupt system availability from 

different domain” of Use Case B – “Multi-domain SealedGRID”. 

Table 16 Insider Adversary tries to disrupt system availability from different domain 

Field Name Field Description 
Code Number MDSG.5 

Name Insider Adversary tries to disrupt system availability from different 
domain 

Author/Partner NEURO/UPRC  

Stakeholder SealedGRID compliant, multi-domain, interconnections, insider 
adversary 

High-Level Description This scenario is the counterpart of the SDSG.8 scenario (see section 
3.11). However, the adversary is in a different SealedGRID domain 
from the victim. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can endanger the domain 
- None of the adversaries can endanger system’s availability 
- None of the adversaries can endanger system’s continuity 
- There is a specific method to prevent this action 

Notes --Strong authentication process 
-Strict rules are followed by the participants 
- Hard-ware security 
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- Strict permissions 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
- Federated Logins 

3.6.9 Scenario 6: Insider adversary tries to endanger system accountability from 

different domain 

Table 17 presents the sixth scenario – “Insider adversary tries to endanger system accountability 

form different domain” of Use Case B – “Multi-domain SealedGRID”. 

 

Table 17 Insider adversary tries to endanger system accountability form different domain 

Field Name Field Description 
Code Number MDSG.6 

Name Insider adversary tries to endanger system accountability form 
different domain 

Author/Partner NEURO/UPRC  

Stakeholder SealedGRID devices, SealedGRID device, multi-domain, insider 
adversary 

High-Level Description This scenario is similar to the SDSG.12 scenario (see section 3.12). 
However, a SealedGRID device becomes adversary while trying to 
infringe in the Smart Meter software and endanger system 
accountability. The adversary and the victim are in different 
domains. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain 
- None of the adversaries can endanger the domain 
- None of the adversaries can endanger system’s accountability 
- None of the adversaries can endanger system’s continuity 
- There is a specific method to prevent this action 

Notes -Strict rules are followed form the participants 
- Hard-ware security 
- Security on values of exchanged packets 
- Strict permissions 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
- Federated Logins 
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3.6.10 Scenario 7: External Adversary tries to modify the exchanged data of 

interconnected SealedGRID devices between different domains 

Table 18 presents the seventh scenario – “External Adversary tries to modify the exchanged data of 

interconnected SealedGRID devices between different domains” of Use Case B – “Multi-domain 

SealedGRID”. 

Table 18 External Adversary tries to modify the exchanged data of interconnected SealedGRID devices between different 
domains 

Field Name Field Description 
Code Number MDSG.7 

Name External Adversary tries to modify the exchanged data of 

interconnected SealedGRID devices between different domains 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices, external adversary, interconnection, domain A, 

domain B 

High-Level Description This scenario is the counterpart of the SDSG.10 scenario (see section 

3.13). However, the victims are in different domains. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 
to the domain- None of the adversaries can endanger the domain 
- None of the adversaries can endanger system’s integrity 

Notes -Strong metering process 
-Strict rules are followed form the participants 
- Hard-ware security 
- Strict permissions 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- Hybrid access control 

3.6.11 Scenario 8: External Adversary tries to perform eavesdropping attack on the 

interconnection between SealedGRID devices from different domains 

Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε. presents the eight scenario – 

“External Adversary tries to perform eavesdropping attack on the interconnection between 

SealedGRID devices from different domains” of Use Case B – “Multi-domain SealedGRID”. 

Table 19 External Adversary tries to perform eavesdropping attack on the interconnection between SealedGRID devices 
from different domains 

Field Name Field Description 
Code Number MDSG.8 

Name External Adversary tries to perform eavesdropping attack on the 

interconnection between SealedGRID devices from different 

domains 
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Author/Partner NEURO /UPRC 

Stakeholder SealedGRID device, external adversary, interconnection, different 

domains 

High-Level Description This scenario is similar to the MDSG.7 scenario (see section4.10). 

However, the adversary tries to perform eavesdropping attack 

between the interconnection of SealedGRID devices. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 

to the domain 

- None of the adversaries can endanger the domain 

- None of the adversaries can endanger system’s accountability 

Notes -Strict rules are followed form the participants 

- Hard-ware security 

- Strict permissions 

Services - Web of Trust  

- Key management 

- Digital Certificates 

- Blockchain 

- TEE 

- Remote attestation mechanisms 

- ABAC 

- RBAC 

- Federated Logins 

3.6.12 Summary 

The SealedGRID platform can also provide communication between devices that derive from 

different SealedGRID domains. This is an issue that demands caution. The authentication and 

authorization should be specified with strict rules being followed. Complexity and the demanded 

time consist important issues for defining the ways of authentication and communication. 

SealedGRID taking under consideration the security issues and the above factors designs and 

implements the SealedGRID architecture. This architecture meets the above requirements without 

interruption customer’s energy consumption habits or degrading system security. Also, the 

SealedGRID architecture abides by the existing standardization work. 

3.7 Use Case C – Legacy and SealedGRID devices interconnection 

3.7.1 Introduction 

Processes of authentication and communication between SealedGRID and legacy devices which 

located in the same or in different administrative domain are essential. Each domain has its own 

rules for authentication and communication between its participants. Hence, when a new legacy 

device is going to be added to the domain the defined rules should be followed. When a legacy 

device wants to communicate with a SealedGRID device from another domain then, the 

authentication process should be executed at first. Authentication rules define how a new device is 

going to be authenticated, authorized and communicate with already authenticated devices in the 

domain. This is a crucial process because a legacy device may be vulnerability of a domain. 

Moreover, there are rules for the communication process between SealedGRID and legacy devices. 
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All the legitimate devices shall follow the rules and do not try to cheat. If a device tries to cheat, then 

this device will be assumed as a non-trusted device.  

This scenario will investigate the rules which are required for a legacy device from a domain to be 

authenticated and communicate with SealedGRID devices from the same or different domain. 

Moreover, the state-of-the-art technologies which need to be used from the devices will be 

mentioned. Also, the scenarios from this use case could be used in many environments. These 

environments are for example smart homes domain, where energy consumption plays important 

role and security of the Smart Meters is a critical issue but there is a chance for legacy device 

existence. 

3.7.2 Use case purpose 

The purpose of this use case is to explain in detail how the SealedGRID devices will behave when 

new legacy devices from another domain want to authenticate and communicate with them. This is 

very important and possible because devices need to communicate with other. Each domain has his 

own rules for the authentication and communicate with new device. These rules shall be followed 

for all participants who are foreign and want to communicate with them. It’s risky to communicate 

with legacy devices because these may not meet all of the SealedGRID security measures. Moreover, 

we will also describe how the legitimate SealedGRID devices from the domain will behave when a 

new SealedGRID device is an adversary. This is also very important and possible because an 

adversary could be a legacy device. 

3.7.3 Use case entities 

The use cases entities are: a) SealedGRID Smart Meters; b) SealedGRID Aggregator; c) SealedGRID 

Utility and d) Legacy device. These are legitimate and adversary devices. On the other hand, the 

adversaries are devices that could be SealedGRID compliant, legacy devices or external device trying 

to block the communication and cause an attack.  

3.7.4 Scenario 1: SealedGRID and legacy device intercommunication 

Table 20 presents the first scenario – “SealedGRID and legacy device intercommunication” of Use 

Case C – “Legacy and SealedGRID devices interconnection”. 

Table 20 SealedGRID and legacy device intercommunication 

Field Name Field Description 
Code Number LSDI.1 

Name SealedGRID and legacy device intercommunication 

Author/Partner NEURO/UPRC/ 

Stakeholder SealedGRID devices, legacy devices, interconnection, and different 
domains 

High-Level Description In a SealedGRID domain, there are many SealedGRID devices but also 
there are legacy devices. The existence of a legacy device makes the 
authentication, authorization as well as the communication between 
the devices is risky; e.g. a legacy device could downgrade a protocol 
version to communicate with legacy device. This happens because a 
legacy device does not meet all SealedGRID security measures. For 
the purposes of this scenario we will describe how authentication 
and communication will be done. This is a crucial case for system 
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continuity. 
SealedGRID realizes the importance of legacy device existence. 
SealedGRID to protect each domain and domain participants designs 
and implements an architecture that could provide a secure 
environment for both SealedGRID compliant and legacy device. This 
architecture can maintain and protect system confidentiality, 
integrity and availability. Moreover, this architecture abides by the 
existing standardization work. 

Issues & Benefits -Determine how SealedGRID devices will response when legacy 
device wants to authenticate and communicate with them. 
-Strict rules are followed from the participants. 
-Determines requirements for legacy device acceptance in the 
domain 

Notes -Strong authentication process 
-Strict rules are followed by the participants 
-Communication between different domains 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
- Federated Logins 

3.7.5 Scenario 2: Insider Adversary using legacy device tries to communicate with a 

SealedGRID device 

Table 21 presents the second scenario – “Insider Adversary using legacy device tries to communicate 

with a SealedGRID device” of Use Case C – “Legacy and SealedGRID devices interconnection”. 

Table 21 Insider Adversary using legacy device tries to communicate with a SealedGRID device 

Field Name Field Description 
Code Number LSDI.2 

Name Insider Adversary using legacy device tries to communicate with a 
SealedGRID device 

Author/Partner NEURO/UPRC 

Stakeholder SealedGRID devices, legacy devices, malfunctioned legacy device, 
interconnection and different SealedGRID domains 

High-Level Description This scenario is the counterpart of the SDSG.2 (see section 3.5). In 
this scenario we assume that a legacy device from the domain A 
wants to communicate with a SealedGRID device from the domain B. 
The authentication process between these devices has already been 
completed successfully and the communication has already been 
established. However, the legacy device emerged its adversary 
temper during the communication. The Aggregator of the domain B 
shall detect the legacy device form the presented credentials of form 
the lack of privileges or from a security breach. The goal of this 
scenario is to define how the detection will be done and how the 
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legitimate devices will behave and react against on this event. 
Moreover, the legitimate devices will identify the adversary device 
and behave as is specified by the domain rules. 

Issues & Benefits - Determine how SealedGRID devices will response when legacy 
adversary device want to authenticate and communicate with them. 
- Strict rules are followed from the participants. 
- Identification of adversary device 

Notes - Strong authentication process 
- Strict rules are followed by the participants 
- Communication between different domains 

Services - Web of Trust  
- Key management 
- Digital Certificates 
- Blockchain 
- TEE 
- Remote attestation mechanisms 
- ABAC 
- RBAC 
- Federated Logins 

3.7.6 Scenario 3: External Adversary tries to modify the exchanged data in the 

interconnection between a legacy and a SealedGRID device 

Table 22 presents the third scenario – “External Adversary tries to modify the exchanged data in the 

interconnection between a legacy and a SealedGRID device” of Use Case C – “Legacy and SealedGRID 

devices interconnection”. 

Table 22 External Adversary tries to modify the exchanged data in the interconnection between a legacy and a SealedGRID 
device 

Field Name Field Description 
Code Number LSDI.3 

Name External Adversary tries to modify the exchanged data in the 

interconnection between a legacy and a SealedGRID device 

Author/Partner NEURO /UPRC 

Stakeholder SealedGRID device, external adversary, legacy device, 

interconnection, different domains 

High-Level Description This scenario is the counterpart of the MDSG.7 scenario (see section 

4.10). However, the adversary is an external entity and the 

interconnection is between a legacy device and SealedGRID device 

from different SealedGRID domains. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 

to the domain 

- None of the adversaries can endanger the domain 

- None of the adversaries can endanger system’s accountability 

Notes -Strict rules are followed form the participants 

- Hard-ware security 

- Strict permissions 
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Services - Web of Trust  

- Key management 

- Digital Certificates 

- Blockchain 

- TEE 

- Remote attestation mechanisms 

- ABAC 

- RBAC 

- Federated Logins 

3.7.7 Scenario 4: External Adversary tries to perform eavesdropping attack in the 

interconnection between a legacy device and a SealedGRID device 

Table 23 presents the fourth scenario – “External Adversary tries to perform eavesdropping attack in 

the interconnection between a legacy device and a SealedGRID device” of Use Case C – “Legacy and 

SealedGRID devices interconnection”. 

Table 23 External Adversary tries to perform eavesdropping attack in the interconnection between a legacy device and a 
SealedGRID device 

Field Name Field Description 
Code Number LSDI.4 

Name External Adversary tries to perform eavesdropping attack in the 

interconnection between a legacy device and a SealedGRID device 

Author/Partner NEURO /UPRC 

Stakeholder SealedGRID device, external adversary, legacy device, 

interconnection, different domains 

High-Level Description This scenario is the counterpart of the MDSG.8 scenario (see 4.11). 

However, the adversary tries to perform eavesdropping attack 

between the interconnection of the legacy devices. 

Issues & Benefits - Thanks to SealedGRID, none of the adversaries can cause damage 

to the domain 

- None of the adversaries can endanger the domain 

- None of the adversaries can endanger system’s accountability 

Notes -Strict rules are followed form the participants 

- Hard-ware security 

- Strict permissions 

Services - Web of Trust  

- Key management 

- Digital Certificates 

- Blockchain 

- TEE 

- Remote attestation mechanisms 

- ABAC 

- RBAC 

- Federated Logins 



 

 
Deliverable D2.1 “Business Cases” 

40 
 

 

3.7.8 Scenario 5: Legacy device identified as malfunctioned 

Table 24 presents the fifth scenario – “Legacy device identified as malfunctioned” of Use Case C – 

“Legacy and SealedGRID devices interconnection”. 

Table 24 Legacy device identified as malfunctioned 

Field Name Field Description 
Code Number LSDI.5 

Name Legacy device identified as malfunctioned 

Author/Partner NEURO/UPRC 

Stakeholder Partial SealedGRID compliant device, adversary device and a single-
domain  

High-Level Description This scenario is the counterpart to the SDSG.3 (see section 3.6). 
However, the adversary is a partial SealedGRID compliant device that 
was successfully authenticated during the authentication process.  

Issues & Benefits -Thanks to SealedGRID, none of the devices that do not follow the 
rules can access the domain. 
-Only a SealedGRID device that follows the rules can obtain access to 
an administrative domain. 
-Define the specific communication process for a partial SealedGRID 
device. 
-Adversaries will be detected. 
-Define how adversary’s detection will be done. 
-Specific handle for adversaries. 
-Define rules for the communication between the participants after 
the adversary’s detection. 
-Reduced “false negative” alerts. 

Notes -Strong authentication process 
-Strict rules are followed form the participants 
-Adversaries will be detected 
-Domain can handle the adversary’s existence 

Services -Web of Trust 
-Key management 
-Digital Certificates 
-Blockchain 
-TEE 
-Remote attestation mechanisms 
-ABAC 
-RBAC 

 

3.7.9 Summary 

The SealedGRID platform can be used to facilitate authentication and authorization of a legacy 

device in a SealedGRID domain. The existence of a legacy device is a crucial issue that could lead to 

many damages of the system. SealedGRID aims at designing and implementing an architecture that 

could manage the existence of devices with different features. This is a crucial issue with many risks. 

These risks could become threats to system confidentiality, integrity and availability. These are 

priorities for the SealedGRID. To achieve the protection of the system, SealedGRID utilizes state-of-
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the-art technologies and security method in order to unsecure availability, continuity and integrity of 

the system. All of the above are integrated into the SealedGRID architecture. Also, this architecture 

abides be existing standardization work. 

3.8 SealedGRID platform analysis 

3.8.1 Introduction 

Having defined the use cases, it is now worth reiterating the added value of the SealedGRID for the 

involved stakeholders. This will provide a clearer view of the benefits of the envisaged solution for 

the key roles in the specific value chain. 

3.8.2 SealedGRID Added Value per Stakeholder 

SealedGRID aims at providing a platform that could be directly utilized from every shareholder in 

order to provide new tools towards a scalable, trusted and interoperable Smart Grid security 

platform. This platform has enhanced features that enable strong authentication, attribute-based 

access control, role-based access control, anonymous attestation mechanism, trusted execution 

environment, digital certificates, web of trust and blockchain. All these features could be used by a 

wide range of energy providers in order to offer more secure and service increasing the added value 

of their service and their competitive advantage. 

More specifically: 

• Utility Companies 

Utility Companies will benefit using the SealedGRID: 

o SealedGRID comprises legacy and emerging types of infrastructures.  

o SealedGRID takes into account the special characteristics of energy infrastructures, 

their cyber and physical requirements, and proposes solutions that promote 

systemic prevention with the minimum possible additional cost. 

o SealedGRID will endorse interoperability to allow companies to promote better 

offers and to create a competitive energy infrastructure market. 

o SealedGRID is expected to contribute to the fulfilment of the objective of efficient 

operation of critical infrastructure, while preserving quality of service, for the 

ultimate benefit of customers. 

• Energy Distribution Operators 

Energy Distribution Operators will benefit using the SealedGRID: 

o The SealedGRID platform along with its security methodology and mitigation 

techniques for cyber, physical and potential cyber-physical threats will provide an 

integrated solution that will be applicable to existing systems. 

o SealedGRID will also provide advanced security features in legacy equipment 

upgrading their capabilities for operation in modern computing environment. 

o SealedGRID will limit the security risks for the expansion of remote energy 

distribution domain management. 

o SealedGRID will provide an efficient mechanism for the mitigation of security risks 

related to the infusion of Information and Communications Technologies in the 

energy distribution operators. 

• Security Companies 
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Security Companies will benefit using the SealedGRID: 

o Technologies like Smart Metering, integration with IoT or high-responsive grid 

switching, and management systems are key aspects of reducing emissions and 

ensuring maximum efficiency for customers. 

• SealedGRID Industrial beneficiaries 

SealedGRID Industrial beneficiaries will benefit using the SealedGRID: 

o They will also understand and adopt research methodologies and emerging 

technologies. 

o The developed solutions will have a direct impact on BEIA products and services, 

providing the company with a new wide range of business potential. 

o The proposed schemes will improve the efficiency of BEIA solutions in terms of 

security and resilience. 

o BEIA will have the opportunity to extent the applicability of its telemetry platform 

and thus enrich its solution portfolio for mission-critical infrastructure. 

o NEURO will benefit a lot from the participation in the project by expanding its 

current products and enter to the new business area defined by the Smart Grid. 

o NEURO will add new products in its portfolio, following its strategy to adjust the 

potential of blockchain to its products. 

o NEURO will apply the implementation of the SealedGRID platform into the market. 

o  

• Academic Beneficiaries 

Academic Beneficiaries will benefit using the SealedGRID: 

o Thanks to the cooperation with industrial organizations, the academic beneficiaries 

will guide their scientific research to meet specific industrial requirements. 

o Creating effective industry-academic partnerships, which aim at solving complex 

scientific challenges. 
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4 Technical Requirements Specifications 

4.1 Driving requirements for Architecture and Technical Specifications 

Taking into account an analysis of various Reference Architectures (Ras) for Industrial IoT systems 

and their security characteristics, along with use cases presented in sections 2-5 and the project’s 

Description of the Action (DoA) document, we summarize some of the main requirements that drive 

the SealedGRID architecture and specifications:  

• Cross-Cutting Functionality: The SealedGRID architecture should support security as a cross-

cutting functionality that protects and secures all layers of a smart grid. Likewise, SealedGRID can be 

seen as an overlay layer/system that protects and secures smart grid systems regardless of their 

structure and architecture.  

• End-to-End Security: The SealedGRID architecture should support security end-to-end i.e. across 

all different layers of a SG system and across all the devices that it comprises.  

• Tiered Approach: SealedGRID shall provide security functions of various latencies that will operate 

in various timescales. Likewise, it will collect and process information both close to IoT devices and 

at a cloud level. As such SealedGRID could be structured in-line with the edge/fog systems. 

 • Data-Driven System (Monitor→Analyse→Act): The SealedGRID architecture supports security 

monitoring and behavioral analysis functionalities. In particular, SealedGRID will support the 

development of data driven systems that are based on the collection and processing of security-

related data in order to assess risks, identify and visualize threats and produce alerts, among other 

security services. Note that the need to support actuation is a cornerstone to providing automation 

functionalities.  

• Platforms and Devices Support: The SealedGRID architecture should provide the means for 

protecting multiple different Smart Grid platforms (including the platforms that will be used in the 

project’s use cases) and devices. It should therefore make provisions for supporting the collection of 

data from all these devices.  

• Configurability and Programmability: The SealedGRID architecture should be flexible in 

accommodating different security mechanisms in a configurable and programmable fashion i.e. 

without essential changes in the structure and implementation of the Smart Grid compliant systems. 

Note that as part of the configurability of the SealedGRID systems there should be a mechanism for 

protecting systems from a variety of threats and vulnerabilities in a programmable way. These 

requirements are rather high-level, but generally appropriate for introducing the main building 

blocks of SealedGRID systems in the form of a RA (Reference Architecture). 

4.2 Technical Requirements Specifications 

 The objective of this section is to present a categorized listing of all the requirements defined in the 

task. For a better and quicker analysis, a nomenclature is required to represent every type of 

requirement. The nomenclature adopted at the time of listing the requirement has been the 

following: 
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ID requirement = Type of requirement + type of user (if applicable) + requisite number + [“.”] + 

subrequisite_number 

At the time of categorizing the types of requirements whether they are functional or not has been 

taken into account. In the case of the functional requirements, they can be grouped as a 

single type of requirement: 

GR= General requirements: Present generic initial requirements requested by potential customers. 

FR= Functional requirements: Establish the performances and functions expected from the system. 

(Functional specifications will be detailed in section 4.2.2) 

NFR= Non-Functional requirements: Specify how the system should behave, the qualities it should 

have and the constraints under which it must operate 

For each of the functional/non-functional requirements a “priority of implementation” aspect has 

been defined, differentiating between “mandatory” or “desirable” requirements. In the next 

sections the different requirements are presented.   

4.2.1 General requirements 

This section describes generic initial requirements requested by potential customers. 

GR1: The system needs to connect to legacy smart grid equipment (direct, gateway, cloud) 

GR2: The system needs to connect to partial SealedGRID devices 

GR3: The system needs to connect to SealedGRID devices 

GR4: The system needs to defend itself from External and Internal Adversaries 

GR5: The system will provide a GUI 

4.2.2 Functional requirements 

The functional requirements of a system describe what the system should do. Functional 

requirements are statements of the services provided by the system (in some cases, the functional 

requirements of the system also explicitly state what the system shouldn't do.). 

The functional requirements are dependent on the potential users of the system. Therefore, these 

requirements must be defined from the perspective of the types of users that interact with the 

SealedGRID system: 

- End Users/Customers: The person or organization who makes use of the SealedGRID system 

to make requests of different services through the PDP-Cloud-Manager. 

- Functional Administrators: The person who makes use of the SealedGRID’s PDP-Cloud-

Manager in order to manage the access control of the end users connecting to the 

SealedGRID services, manage the governance of the SealedGRID Ecosystem and to make 

monitoring and accountability tasks. The administrator has the responsibility to configure, 

monitor and ensure the correct operation of the system. 

The following section presents the functional requirements defined for each kind of user. 
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4.2.2.1 End Users/Consumers (EUC) of applications as a service 

Table 25 presents the functional requirements defined for end users / customers. 

Table 25 End Users/Consumers functional requirements 

Identifier Name Category Description Priority 

FREUC-1 Easy registration 

and 

accreditation 

process 

Authentication Users can register and 

obtain accreditation quickly 

and easily. 

Mandatory 

FREUC-2 Unified identity 

and access 

control 

Authentication Users can make use of an 

authentication procedure 

that enables them to access 

multiple systems with a 

single instance of 

identification (SSO). 

Mandatory 

FREUC-3 Data Security Confidentiality This requirement addresses 

the need to build 

confidence in SealedGRID 

solutions that provide 

privacy of data and 

personally identifiable 

information protection. 

Mandatory 

FREUC-3.1 Cold data 

encryption 

Confidentiality Data at rest should be 

encrypted to avoid any 

external access 

Mandatory 

FREUC-3.2 Passively stored 

with no shared 

access 

Confidentiality Data that should be 

accessed only by entities 

that have been authorized 

by the originating customer 

for specific access modes 

(e.g., read, write, delete) 

needs to be protected 

against access attempts by 

unauthorized entities or 

accesses in unauthorized 

modes, while preserving 

availability for authorized 

customers. 

Mandatory 
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4.2.2.2 PDP-Cloud Manager Administrators 

Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε. presents the functional requirements 

defined for PDP-Cloud Manager Administrators. 

Table 26 PDP-Cloud Manager Administrators functional requirements. 

Identifier Name Category Description Priority 

FRCGA-1 Secure 

Initialization 

General Security 

Protection 

Any virtual machine’s 

operating system must 

complete a “security 

initialization” process 

before launching any 

services stored in them.  

Mandatory 

FRCGA-2 Delegated access 

control 

Authentication, 

authorization 

Any application access 

must be authenticated and 

authorized by a security 

policy, and the granting 

decisions must be made 

relying in a trusted third 

party such as the PDP-

Cloud Manager 

Mandatory 

FRCGA -2.1 User 

authentication 

Authentication The requesters must be 

authenticated prior to 

access any application 

Mandatory 

FRCGA -2.2 Authorization Authorization Any access to applications 

must be authorized 

according to a security 

policy 

Mandatory 

FRCGA-3 Identity 

Credential and 

Access 

Management 

Access control 

governance 

Due to the broad network 

access characteristic of 

SealedGRID, remote 

authentication of 

individual user is a 

common practice, and it 

presents a technical 

challenge to establish the 

needed level of confidence 

in user identity 

commensurate with 

information sensitivity. In 

the very dynamic cloud 

Mandatory 
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environment, the control 

of who can access what, 

where, and when should 

employ the context-aware 

enforcement of 

authorization policies and 

should be standards-

based, scalable, and 

robust in multi-clouds. 

FRCGA-3.1 User registration Authentication The administrator can 

manage the registration of 

users in the system. 

Mandatory 

FRCGA-3.2 Identity 

provisioning 

Authentication The administrator can 

provide access identities 

to users. 

Mandatory 

FRCGA-3.3 Identity 

federation 

Authentication The system allows the 

creation of federations 

which allow to users 

authenticated in a body of 

the federation access 

resources of another 

organism of the same 

federation. 

Mandatory 

FRCGA-3.4 Privileged 

activity tracking 

Authentication All modification attempts 

(valid and rejected) by all 

users are recorded and 

stored encrypted. 

Mandatory 

FRCGA-3.5 Policy Definition Authorization The administrator can 

adapt system's access 

procedures to the 

organization security 

policy. 

Mandatory 

FRCGA-4 Monitoring & 

Accountability 

Security 

Monitoring & 

Incident 

Response 

It is critical to be able to 

gain situational awareness 

of their SealedGRID 

environment and to 

provide evidence to their 

customers that the 

SealedGRID infrastructure 

is secure. It also may be 

Mandatory 
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important to provide 

customers feedback on 

the security of their use of 

the cloud. 

FRCGA-4.1 User activity 

tracking 

Security 

Monitoring & 

Incident 

Response 

The administrator can 

consult and monitor the 

users' activity. 

Mandatory 

FRCG-4.2 Anomalous 

behaviour 

detection 

Security 

Monitoring & 

Incident 

Response 

The administrator can 

make use of the system to 

manage the anomalous 

behaviour detection policy 

of the organization. 

Mandatory 

FRCGA-4.3 Security 

incidents 

reaction 

mechanisms 

administration 

Security 

Monitoring & 

Incident 

Response 

The administrator can 

make use of the system to 

manage the security 

incidents reaction 

mechanisms of the 

organization. 

Mandatory 

FRCGA-5 Easiness and 

intuitiveness 

General System services will be 

offered in a simple and 

intuitive way. 

Desirable 

 

4.2.3 Non-functional requirements  

On the other hand, the non-functional requirements have been divided in the following types: 

TR= Technical requirements: Establish the technical requirements that the system must incorporate. 

SR= Security requirements: Establish the security features that the system must incorporate.  

UR= Usability requirements: Define the system's characteristics in order to be used properly, 

efficiently and satisfactory by most of the potential users. 

PR= Privacy requirements: Protect and respect the privacy interests of users, especially in what to 

personal data is concerned. 

IR= Interoperability requirements: Set the system's ability to exchange information and to use it so 

exchanged. 

RR= Reliability requirements: Necessary to ensure the recovery of the system in the presence of 

failures and safeguard of the data defined by the administrator. 
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ER= Evaluation requirements: Define procedures for certifying the quality of tests performed to 

validate the successive versions of the system. 

The non-functional requirements specify how the system should behave, the qualities it should have 

and the constraints under which it must operate. Therefore, non-functional requirements specify the 

criteria that can be used to judge the operation of a system rather than its specific performances, 

since these correspond to functional requirements. They are not part of the rationale of the system 

but are necessary to operate the same in the desired manner. Non-functional requirements have 

impact on the functionality of the system. 

4.2.3.1 Technical requirements 

Table 27 presents the non-functional technical requirements. 

Table 27 Non-Functional Technical Requirements. 

Identifier Category Description Priority 

TR-1 Standard based 

communications 

SealedGRID should be capable of 

interacting with other systems and 

environments through the use of well-

known standards. This will make 

possible the integration of existing and 

to be developed elements. 

Mandatory 

TR-2 Scalable and 

distributed systems 

SealedGRID will be constructed as a 

modular system prepared to be run 

locally or remotely and in collaboration 

with related environments. It will also 

be prepared to scale as the 

requirements grow. 

Mandatory 

TR-3 User friendly result 

view 

A graphical user interface will be 

available to control the behavior of the 

system. 

Mandatory 

4.2.3.2 Security requirements 

Table 28 presents the non-functional security requirements. 

Table 28 Non-Functional Security Requirements. 

Identifier Category Description Priority 

SR-1 Secure networking The SealedGRID system will ensure the 

use of latest secure network 

technology to guarantee the privacy 

and protection of transmitted data 

Mandatory 

SR-2 End-User Perception Improve end-user perception of the Mandatory 
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SealedGRID-enabled security 

mechanisms. 

SR-2.1 Pro-security behaviour 

rewarding 

Motivate end-users to take pro-

security actions, increasing the 

immediate and tangible reward in 

order to increase compliance. 

Mandatory 

SR-2.2 Awareness of the Risk Increase the awareness of the risk by 

notifying the user. 

Mandatory 

SR-2.3 Corporate security 

policy violators 

detection and 

notification 

Enable effective security systems with 

good auditing capabilities available by 

establishing event monitoring systems. 

Mandatory 

SR-2.4 Security 

implementation cost 

reduction 

Establish good “default security 

settings” so that users don’t do any 

non-secure decisions. 

Mandatory 

  

4.2.3.3 Usability requirements 

Σφάλμα! Το αρχείο προέλευσης της αναφοράς δεν βρέθηκε. presents the non-functional usability 

requirements. 

Table 29 Non-Functional Usability Requirements. 

Identifier Category Description Priority 

UR-1 User friendship SealedGRID system should be user 

friendly avoiding complex processes in 

start-up and enforcement steps 

Desirable 

UR-2 Single sign on SealedGRID system enable single sign on 

authentication 

Mandatory 

UR-3 Fluency SealedGRID should reduce identification 

time average for users while applying a 

security policy. 

Mandatory 

  

4.2.3.4 Privacy requirements 

Table 30 presents the non-functional privacy requirements. 
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Table 30 Non-Functional Privacy Requirements. 

Identifier Category Description Priority 

PR-1 Privacy and ethical 

control 

The SealedGRID system must protect 

the privacy, and ethical aspects related 

with the processing and storing of 

Personal Data. 

Mandatory 

PR-1.1 Personal Data 

protection 

The system must protect the Personal 

Data in accordance with Data Protection 

Directive (95/46/EC). 

Mandatory 

PR-1.2 Proportionality 

principle 

Only the minimum Personal Data which 

is necessary for the management of the 

accesses must be asked to the users. 

Mandatory 

PR-1.3 Right to be forgotten Personal Data belonging to persons that 

will not be more users of the 

organization must be deleted from the 

system. 

Mandatory 

PR-2 Privacy Protection – 

Collaborative Access 

Control 

Apply “less privilege principle” to ensure 

data is not shown but to authorized 

users with: 

- Minimal data exposure 

- Identification and authorization steps 

are disaggregated 

- Access Control over data publishing 

elements 

- Traceability. Every access to data is 

logged. 

Mandatory 

PR-3 Privacy Protection – 

User Awareness 

Foster a system that describe in a 

concise manner the privacy as well as it 

contributes to increase user awareness 

and educates users so that they are able 

to understand the separation of the 

various identities across service domains 

and providers. Furthermore, users are 

aware of the extent to which Personal 

Data are revealed to service providers. 

Mandatory 

  

4.2.3.5 Interoperability requirements 

Table 31 presents the non-functional interoperability requirements. 
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Table 31 Non-Functional Interoperability Requirements. 

Identifier Category Description Priority 

 IR-1 IP integration Any system must be networked in an IP 

network, and standard and secure 

transport protocols shall be used HTTPS 

  

 

 

4.2.3.6 Reliability requirements 

Table 32 presents the non-functional reliability requirements. 

Table 32 Non-Functional Reliability Requirements. 

Identifier Category Description Priority 

RR-1 Round-the-clock 

service 

SealedGRID will provide its services with 

a 24/7/365 availability. 

Desirable 

RR-1.1 System availability There will be processes and procedures 

to restore the availability of the system 

in case of fall or unavailability of the 

same. 

Desirable 

RR-1.2 Mean time between 

failures 

Mean time between failures must be 

acceptable considering the values 

defined in the port protection plan. 

Desirable 

RR-1.3 Mean time to repair Mean time to repair must be acceptable 

considering the values defined in the 

port protection plan. 

Desirable 

RR-1.4 Data base The data management system 

(database) must be activated 

automatically when the 

system/machine is booted. 

Desirable 

RR-2 Maximum number of 

connections 

SealedGRID system must ensure a 

correct operation of the system up to a 

maximum number of users performing 

accesses. 

Mandatory 

  

4.2.3.7 Evaluation requirements 

Table 33 presents the non-functional evaluation requirements. 



 

 
Deliverable D2.1 “Business Cases” 

53 
 

Table 33 Non-Functional Evaluation Requirements. 

Identifier Category Description Priority 

ER-1 Test model ACIO must be tested and validated prior 

to its deployment in a real environment. 

Mandatory 

ER-1.1 Incremental testing The system will be tested starting from 

individual tests executed on single sub-

modules, evolving on increased 

complexity tests done on 

interconnection of sub-modules. 

Mandatory 

ER-1.2 Demonstrator based 

evaluation 

The ACIO system will be tested and 

evaluated using testing models on each 

developed prototype/demonstrator. 

Mandatory 

ER-2 Test environment The test scenario will evolve according to 

the maturity of the pilot. 

Mandatory 

ER-2.1 Simulations The intermediate versions of the system 

will be validated in a testing environment 

that simulates the characteristics of a 

real deployment. 

Mandatory 

ER-2.2 Real scenario Where it is possible (considering all 

operational constraints), real data and 

users will be used to validate the abilities 

of the final ACIO system. 

Desirable 

  

4.2.4 Requirements allocation 

Table 34 summarizes the requirements and present them in order of priority for SealedGRID project. 

Table 34 Summary of Requirements. 

Identifier Name Category Description Priority 

RA-1 Secure 

Initialization 

General Security 

Protection 

Any virtual machine’s 

operating system must 

complete a “security 

initialization” process 

before launching any 

services stored in them.  

1 

RA-2 Delegated access 

control 

Authentication,  

authorization 

Any application access 

must be authenticated and 

2 
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authorized by a security 

policy, and the granting 

decisions must be made 

relying in a trusted third 

party such as the cloud 

gateway 

RA-3 Identity 

Credential and 

Access 

Management 

Access control 

governance 

Due to the broad network 

access characteristic of 

cloud computing, remote 

authentication of individual 

user is a common practice, 

and it presents a technical 

challenge to establish the 

needed level of confidence 

in user identity 

commensurate with 

information sensitivity. In 

the very dynamic cloud 

environment, the control 

of who can access what, 

where, and when should 

employ the context-aware 

enforcement of 

authorization policies and 

should be standards-based, 

scalable, and robust in 

multi-clouds. 

3 

RA-4 Monitoring & 

Accountability 

Security 

Monitoring & 

Incident 

Response 

It is critical to be able to 

gain situational awareness 

of their cloud environment 

and to provide evidence to 

their customers that the 

cloud infrastructure is 

secure. It also may be 

important to provide 

customers feedback on the 

security of their use of the 

cloud. 

4 

RA-5 Easiness and 

intuitiveness 

General System services will be 

offered in a simple and 

intuitive way. 

5 
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4.3 Security Model 

In order to better understand and define the requirements for the SealedGRID architecture, we 

describe the following security model. 

4.3.1 SealedGRID Smart Meter 

1) The adversary can locate the SM but cannot perform Software (S/W) attacks: 

SealedGRID is able to prevent these kinds of threats by employing all crucial operation 

inside the TEE protecting the integrity and the confidentiality of the produced values. 

(ASM1) 

2)  The attacker can locate the SM and can perform S/W attacks: 

a) If the protocols run outside of the TEE, a skilled S/W attacker can intercept of modify 

values. If the attacker aims at reading the total energy consumption that is 

demonstrated on the SM screen. (ASM2) 

b) If the protocols run inside the TEE, no S/W adversary can compromise the SM and 

related information. However, we do not have the ability to develop protocols for 

TEE as the trusted computing base has to be approved by vendors. We can just 

invoke specific services of it, such as storing keys and performing secure 

cryptographic operations. (ASM3) 

3) The adversary locates the SM and can perform Hardware (H/W) plus S/W attacks. As we 

described above, the crucial operations are executed inside the TEE. The adversary 

cannot bypass the trusted operations and present herself as the legitimate user. (ASM4) 

4) The adversary does not locate the SM, but remotely performs a S/W attack. The attacker 

can inject a virus in the domain and command the SM to behave different than the 

usual. SealedGRID can detect and prevent such events. (ASM5)  

4.3.2 SealedGRID Aggregator 

1. Aggregator itself tries to read metering values. Aggregator receives packets that contain 

metering values of each SM. Aggregator should not try to read these values. If these 

values are secured using the MASKER, the evil Aggregator cannot educe information 

about SM energy consumption. (AA1) 

2. Aggregator itself tries to counterfeit metering values. Aggregator tries to counterfeit the 

received packets from the SMs to change the metering values. (AA2) 

4.3.3 SealedGRID Utility 

1. Utility itself tries to counterfeit metering values. Aggregator tries to counterfeit the 

received packets from the SMs to forge the metering values. (AU1) 

4.3.4 External Adversary 

1 External adversary tries to achieve Man In the Middle (MITM) attack between SM 

and Aggregator. Adversary tries to intercept exchanged packet between the SM and 

the Aggregator to educe energy consumption information about a specific SM. The 

adversary may try to read the included metering values. The SealedGRID using 

MASKER and TEE prevents the effectiveness of this attack. (AE1) 

2 External adversary tries to achieve (MITM) attack between Aggregator and Utility. 

Adversary tries to intercept exchanged packet between the Aggregator and the 

Utility. The adversary may try to read the included metering values in order to 
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educe information about energy consumption of a domain. The SealedGRID using 

MASKER and TEE prevents the effectiveness of this attack. (AE2) 

3 External adversary tries to achieve impersonation with a replay attack. An attacker 

may try to read the exchange data from a SM to an Aggregator by performing a 

replay attack. By using MASKER, SOMA and TEE SealedGRID can prevent this attack 

and its consequences. (AE3)  

4 External adversary tries to achieve Denial of Service (DoS) attack on a SM. An 

attacker may try to achieve a DOS attack on a SM in order to block the 

communication with the Aggregator and “destroy” the domain connection. 

SealedGRID using SOMA and prevent the impact of this attack. The provided 

network is a mesh-network and is a self-healing network. (AE4) 

5 External adversary tries to achieve DoS attack on an Aggregator. An attacker may 

try to achieve a DOS attack on an Aggregator in order to block the communication 

with the Utility and harm the system availability. SealedGRID using Federated Login, 

SOMA and MASKER does not contain any single-point-of-failure. If an Aggregator is 

not available, then the SMs can find a route to deliver their packets to the Utility 

using other Aggregators. (AE5) 

6 External adversary tries to achieve DoS attack on a Utility. An attacker may try to 

achieve a DOS attack on an Utility in order to harm the system availability. There 

are a lot of Utilities in our architecture. Using Federated Login, Aggregators can find 

other Utilities to forward their packets and be supplied with electricity. (AE6) 

Table 35 Threat Probability and Vulnerability Probability for each Threat 

Threat Code Threat Description Threat Probability Vulnerability Probability 

ASM1 The adversary can locate the 

SM but cannot perform S/W 

attacks. 

High Low 

ASM2 The attacker can locate the 

SM and can perform S/W 

attacks, the protocols run 

outside of the TEE. 

High Low 

ASM3 The attacker can locate the 

SM and can perform S/W 

attacks, the protocols run 

inside the TEE. 

Medium Low 

ASM4 The adversary locates the SM 

and can perform H/W plus 

S/W attacks. 

Medium Low 

ASM5 The adversary does not locate 

the SM, but remotely 

Medium Low 
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performs a S/W attack. 

AA1 Aggregator itself tries to read 

metering values. 

High Low 

AA2 Aggregator itself tries to 

counterfeit metering values. 

High Low 

AU1 Utility itself tries to 

counterfeit metering values. 

Medium Low 

AE1 External adversary tries to 

achieve Man In the Middle 

(MITM) attack between SM 

and Aggregator. 

Medium Low 

AE2 External adversary tries to 

achieve MITM attack between 

Aggregator and Utility. 

Medium Low 

AE3 External adversary tries to 

achieve impersonation with a 

replay attack. 

Low Low 

AE4 External adversary tries to 

achieve Denial of Service 

(DoS) attack on a SM. 

High Low 

AE5 External adversary tries to 

achieve DoS attack on an 

Aggregator 

Medium Low 

AE6 External adversary tries to 

achieve DoS attack on a Utility 

Medium Low 
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5 Reference platform architecture 

5.1 Introduction 

In this section, we describe the reference platform architecture of SealedGRID. We describe the 

main components of the architecture as well as detailed descriptions of SealedGRID devices.  

The advantages of the SG in a general scale are energy independence, emissions control and global 

warming combat. Each utility will be able to design better pricing policies, capacity and usage 

planning and to increase resilience and protection against cyber and physical attacks. On the other 

hand, there are the households, that represent the customers. They are the entity who consumes 

the produced energy. The SG will enable them to manage in real-time their energy consumption, 

billing and even let them involve as energy producers. However, besides the benefits of such an 

endeavor, the Smart Grid which is a vital economic and social infrastructure will be exposed to 

security threats that will be inherited from the ICT sector, while privacy issues and new 

vulnerabilities, related to the specific characteristics of the SG infrastructure, will emerge. The 

problem is assessed as crucial, if we consider that a potential attack to the SG may lead to cascading 

failures, ranging from destruction of other interconnected critical infrastructures (e.g. gas, water, 

and transportation) to loss of human lives. 

The SealedGRID project aims at providing SG with the required security in order to successfully 

exceed these newly emerged threats. To fulfill this goal, SealedGRID deigns an architecture that 

equips each participant entity with multiple modules, these modules shall integrate seamlessly for 

the most efficient performance. SealedGRID will provide an innovative platform that will abide by 

the existing standardisation work and will be directly utilized by the shareholders to provide new 

tools towards a scalable, highly trusted, and interoperable SG security platform. In the following 

subsections, we will present our proposed architecture, its modules and the utilized 

implementations. 

5.2 Architecture Components 

In order to operate properly, SealedGRID architecture needs multiple components to interact to 

each other. In Figure 1, a general overview of the architecture of the SealedGRID platform in the 

context of Smart Grid is presented. In Figure 2, we provide a detailed description with the required 

functionalities of each component.  
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Figure 1 General overview of the SealedGRID architecture applied to the Smart Grid 

The reference architecture components are the following:  

1. SealedGRID device – Smart Meter: 

2. SealedGRID device - Aggregator 

3. SealedGRID device – Utility 

SealedGRID support devices that are fully SealedGRID compliant, but also devices that partial 

SealedGRID compliant and legacy. These are cases that SealedGRID needs to pay attention to adjust 

in their vulnerabilities to avoid threats. In Figure 3, we provide a detailed description for each 

component, its modules, and how it interacts with other components. 

 

Figure 2 Components and their functions 

5.3 Terminology 

Smart Meters: The smart meters reside in houses, or other buildings, and are responsible for 

collecting electricity consumption readings. The number of smart meters in each building varies, 

depending on the size of the building; usually, detached houses have one smart meter, while 

apartment buildings have one smart meter per apartment. In some cases, the architecture might not 

include explicit entities that perform intermediate aggregation, and smart meters can play this role 

as well. 

Aggregator: The aggregators are intermediate nodes between the collector and the smart meters, 

which sum the individual readings received by the meters and transmit the result to the Utility. This 
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way, processing is distributed among the aggregators and data for demand response become 

available without putting too much load on the Utility. 

Utility: The utility accumulates high-frequency aggregated values. It can either use these values as is 

for demand response (e.g., control the electricity consumption in a specific area) or sum them to 

come up with the total grid consumption. The Utility is also responsible for billing by computing the 

total consumption of a customer at the end of a billing period (e.g., one month) using low-frequency 

metering data.  

 

Figure 3 The main architectural components with the modules that comprises each component. 

The SealedGRID architecture is based on the following main pillars: 

• SealedGRID aims at designing, analyzing, and implementing a scalable, highly trusted and 

interoperable SG security platform. This platform will be an integrated solution that will be 

applicable to existing systems, e.g. SCADA. 

• The SealedGRID platform is expected to limit the security risks for the expansion of remote 

energy distribution network management, towards the evolution of SGs. 

• The SealedGRID platform will support an optimized key management solution that will 

provide the cornerstone for data and communication protection.  

• Authentication in SealedGRID platform will be based on digital certificates using Web of 

Trust and Blockchain technologies. 

• SealedGRID will design but also implement a trusted computing solution, that will enable 

any entity, to verify whether the current state of the device is secure and trustworthy, but 

also gain assurance that, during operation, the execution of application cannot be altered by 

malicious actor. This way, SealedGRID ensures the assessment of the trusted paths and 

achieve isolation of misbehaving SG nodes. Also, protection mechanisms for end users’ 

usage and private data will abide by the recommendations of the European Commission.  

SealedGRID platform will contain: a) a hardware root-of-trust mechanism based on TEE that 

can verify and validate any component irrespective of the device’s software or hardware; b) 

a remote attestation mechanism that will allow devices generate proofs that their current 

state is trustworthy; c) a secure application for execution in TEE and d) a metering data 

privacy protection mechanism. 

• SealedGRID goals is to design and implement authorization and security interoperability 

mechanisms, aiming at automatically connecting heterogenous SG nodes belonging to 

different domains. To accomplish this goal, SealedGRID will : a) design and implement a 

hybrid access control mechanisms based on Attribute based Access Control (ABAC) and Role-

Based Access Control (RBAC) to achieve flexibility and avoid complexity at the same time; 
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b)construct lightweight protocols that support Single Sign On (SSO) for the interconnection 

and federation of multiple SG domains using the OpenID Connect protocol and c) design  

and implement context-aware mechanisms to account for all the events occurred in the grid 

in real time. 

• The SealedGRID devices implement an Access Control Management Service (ACMS) to 

control the access to resources and translate the different security policies to achieve 

security interoperability among various SG data and network objects. ACMS is designed in a 

hybrid way to provide both Attribute-Based- Access-Control (ABAC) and Role-Based-Access-

Control (RBAC). ABAC defines the access rights that are granted to the new SMs using policy 

that combine attributes together. The policy can use any type of attribute, e.g. expiration of 

customer’s contract. On the other hand, RBAC employs predefined roles that carry a specific 

set of privileges associated with them. In this regard, the IEC 62351 standard is a reference 

to provide security in the industry; its RBAC principles stated in part 8 will be applied, since it 

restricts the access to system resources to authorized users, according to their roles and 

associated permissions. More specifically, it defines a list of predefined roles (e.g., 

OPERATOR, ENGINEER, INSTALLER, etc.) and their respective rights (e.g., View, Read, 

Control, etc.), so that permissions that are assigned to users are only those that are actually 

needed for their duties, following the principle of least privileges. Altogether, by using this 

hybrid access control, SealedGRID achieves flexibility and avoids complexity. 

• When different domains and devices need to be interconnected each other, the 

authorization is applied based on Policy Information Points (PIP), Policy Enforcement Points 

(PEP) and Policy Decision Points (PDP). On the one hand, PIPs associate the set of attribute 

values to resources (e.g., Smart Meters) based on the context information; therefore, all 

entities can be considered as PIPs. Through a PEP, the entities (i.e., the smart meters, 

aggregators or utilities) can request access to the different resources of the system. The PEP 

intercepts and forwards the request to the PDP so that this latter can manage the 

authorization policies and determine the access level to the different sections of the system 

according to a set of factors: the type of entity, the resources and the context. Once the 

decision is taken by the PDP, the PEP processes it to permit or deny access to the interested 

entity, thereby protecting the critical resources of the system.  

• The context-awareness mechanism will be in charge of retrieving data of the current state of 

the system in real time, thereby feeding information to the Policy Information Points. This 

data acquisition includes all the events, components and interactions of the system, which 

are normalized under a common representation, in order to feed the access control 

mechanisms with valuable data. 

• SealedGRID will protect the confidentiality, integrity, accountability and availability of the 

system. 
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5.4 SealedGRID device – Smart Meter 

 

 

Figure 4 Smart Meter Protocol Stack View 

Moreover, on each SealedGRID SM device there is the module of Federated Login. Each SM shall be 

able to communicate with other SMs from other SealedGRID domains without any limitation or 

interruption. This is achieved by providing interoperability, that is also a main goal of the 

SealedGRID. Interoperability derives from the Federated Login that lets SMs from different domains 

to communicate and exchange data without restrictions. Each SM shall communicate its SealedGRID 

domain Aggregator that also supports Federated Logins. The communication with the wanted SM is 

implemented through the SealedGRID Aggregators. 

Οn each SealedGRID SM there is an application that demonstrates the current billing. This is a 

feature that derives from the MASKER. The application demonstrates the current energy-

consumption and the corresponding billing. The demonstrated values are crucial and sensitive data. 

The confidentiality and integrity of these values is crucial and shall not be jeopardized. These data 

shall be securely utilized from the SM. 

One other crucial function of SealedGRID SM is the energy consumption and the billing. To achieve 

this goal, the MASKER [5] protocol is used. The MASKER energy consumption module is installed and 

uses the values that derive from the energy consumption. We assume, that the energy consumption 

is a function that is pre-installed in each SM. In our case, we assume that the metering function will 

be executed inside the TEE. MASKER uses these values to assemble the MASKER energy consumption 

packet. This packet contains the SM energy consumption and contains special SM attributes, e.g. SM 

identity number, in order to declare the sender and attributes to declare the receiver, e.g. 

Aggregator ID. In addition, through the MASKER protocol the real-time billing update is provided. 
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The real-time billing is a basic goal of SealedGRID, its integrity and confidentiality are crucial issues 

for SealedGRID and MASKER can meet these requirements. MASKER demands the existence of TEE, 

this is also a feature which is met from each SealedGRID SM.  

The SealedGRID SM is an important component of SealedGRID architecture, and we aim at providing 

a platform to each customer optimizing their energy consumption without interrupting or changing 

their daily habits and routine. When a new SM is going to be added into a SealedGRID domain, then 

authentication is the first process that is executed. This is achieved with the SOMA [5] protocol. This 

module has a SOMA client with a SOMA protocol stack installed. This is executed the first time of 

authentication or during every reconnection e.g. re-authentication after a disconnection. Moreover, 

each SM after its authentication can authenticate new devices in the domain. Moreover, this is 

achieved using the SOMA authenticator module. SOMA is based on digital certificates, these are 

used for future authentication and need to be securely stored. SealedGRID identifies the importance 

of these procedures and achieves to protect them by storing these inside the TEE of each SM. 

From the perspective of authorization, the SealedGRID SM plays the role of a Policy Information 

Point (PIP) and also Policy Enforcement Point (PEP). This actor within the ACMS is in charge of setting 

the attributes to resources, subjects and the environment of the Smart Grid domain at a domestic 

level (i.e., the consumption usage data sensed by the SM and the security conditions of that device, 

provided by the context-awareness module). By this means, the PIP determines the severity degree 

of the area, which can be requested by the Policy Decision Point (PDP) placed in intermediate nodes 

of that particular domain (e.g., the aggregators of a specific area). At the same time, the SealedGRID 

SM consists of a PEP, since it may need to access data or request the control of another smart meter 

from the same domain and also from different domains.  

Each Smart Meter (SM) is assumed to send valid energy consumption data to intermediate 

Aggregators, and do not drop or modify messages routed through them. One of the most important 

components of the SealedGRID SM is the TEE. TEE of the SM supports Cryptographic Storage (CS) 

and Remote Attestation Mechanisms. It guarantees code and data loaded inside to be protected 

with respect to confidentiality and integrity. A TEE as an isolated execution environment provides 

security features such as isolated execution, integrity of applications executing with the TEE, along 

with confidentiality of their assets. In SealedGRID we will use the TEE of the device for: a) generating 

and securely storing cryptographic keys; b) generating random number; c) executing cryptographic 

operations and d) securely storing issued certificates. Using the TEE, we ensure confidentiality and 

integrity of the generated values. Furthermore, Remote Attestation Mechanisms is a mechanism for 

software to prove its identity. The goal of attestation is to prove to a remote party that its operating 

system and application software are intact and trustworthy. In our architecture the protocol will be 

bidirectionally executed to allow mutual authentication. This will be also applied during the 

communication of SMs from different domains ensuring that both devices are trustworthy. Τhis can 

assist the securely interoperability. 
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5.5 SealedGRID device – Aggregator 

 

Figure 5 SealedGRID Aggregator stack view 

SealedGRID aims at providing interoperability to SMs. Each SM is connected into a SealedGRID 

domain. The SealedGRID SM can communicate with SMs from the same domain but also from 

different domains. However, SMs should not be “authenticated” for every new communication with 

the corresponding Aggregators. This is time consuming and requires complexity. In our proposed 

architecture, we set as goal SMs from different domains to be able to communicate without any 

restrictions. If a SM is authenticated and authorized with specific privileges from an authorized 

Aggregator, then each authorized Aggregator shall accept it in its domain to communicate with other 

SMs. This is a feature that requires interoperability. To accomplish this goal, we use Federated Login 

protocols, e.g. OAuth.  

Moreover, Aggregator is accountable for collecting the MASKER Energy Consumption Packets from 

each SM and aggregating the metering values from these packets. To achieve this goal, SealedGRID 

installs in each Aggregator the MASKER module. Using this module, Aggregators can collect the 

energy consumption packets that derive from the SMs of their SealedGRID domain. After the packet 

collection, Aggregator shall aggregate the metering values of each received packet for each 

corresponding SM. The confidentiality and integrity of these values must be ensured. To accomplish 

it, the process of aggregation will be executed inside the TEE. Subsequently, Aggregator having 

finished the aggregation of the energy consumption packets shall forward the final metering value to 

the Utility. This transferring should be also secure. SealedGRID shall ensure the confidentiality and 

integrity of the transmitted values. In order to complete this task, SealedGRID will execute the 

generation of the required keys that will be utilized in the above process inside of TEE. Each 

Aggregator receives from the domain Utility the final billing for each SM. Aggregator receives it and 

forwards it to the corresponding SM. This value is cryptographic protected, only the corresponding 

SM can read the real value of the metering values.  

As for the authorization, an Aggregator plays the role of a Policy Enforcement Point. An Aggregator 

does not define the policy of the system. However, it is responsible for policy enforcement in its 

domain, according to the policy defined by the Utility. More specifically, it is responsible to add or 

remove specific SMs from its domain. For that purpose, the Aggregator also needs to determine the 

access from the SMs to the different domains of the grid, and issues certificates with specific 

attributes (e.g., contact expiration) based on the global security policy. Therefore, it is also 
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considered as an intermediate-level PDP, taking access control decisions in a local level, thereby 

offloading the interaction with the Utility. In either case, this process demands that both the 

Aggregator device and the Aggregator software are trustworthy. A threat to this process can 

jeopardize architecture availability. SealedGRID has to accomplish this goal without endangering 

availability and confidentiality of the architecture, so intends to execute this process through the 

TEE. 

SealedGRID device Aggregator is an integral component of the SealedGRID ecosystem. Each 

Aggregator is assumed not to drop or modify messages routed through them, allowing the system to 

run smoothly, without trying to infer private information from the received messages. It is 

responsible for authenticating and authorizing new devices in a specific domain. To achieve this, 

SealedGRID uses the SOMA Authenticator module. Integrating it in each Aggregator, can 

authenticate new devices. Moreover, in a SealedGRID domain, the Aggregator is the empowered 

node and the certificate authority (CA). Aggregator is the CA because in our proposed architecture, 

certificates will be granted to each SM for its future identification and authorization. Aggregator has 

its own certificate that is granted from the Utility. This certificate shall be securely store inside of 

TEE. 

From the above, we understand that Aggregator is responsible for essential SealedGRID functions 

that can affect system confidentiality, integrity and availability. To ensure these vital functions, we 

add TEE in each Aggregator. Cryptographic storage is one of the functions that will be applied inside 

of TEE and supports both Cryptographic Storage (CS) and Remote Attestation Mechanisms. It 

guarantees code and data loaded inside to be protected with respect to confidentiality and integrity. 

In SealedGRID we will use the TEE on the Aggregator for: a) generating and securely storing 

cryptographic keys; b) generating random numbers; c) executing cryptographic operations and d) 

securely storing issued certificates. Using the TEE, we ensure confidentiality and integrity of the 

generated values. Remote Attestation Mechanisms is a mechanism for software to prove its identity. 

The goal of attestation is to prove to a remote party that its operating system and application 

software are intact and trustworthy. In our architecture the protocol will be bidirectionally executed 

to allow mutual authentication. This will be applied during the communication of SMs from different 

domains ensuring that both devices are trustworthy. Τhis can assist interoperability to be secure.  
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5.6 SealedGRID device – Utility 

 

Figure 6 SealedGRID Utility stack view 

The SealedGRID Utility device is an essential component of the SealedGRID architecture. Utility is 

responsible for the energy generation. Utility owns the energy resources that are used for energy 

generation. The amount of energy generation depends on customers’ demands. This “value” derives 

from the real-time energy consumption reports that are generated from the SealedGRID SMs. The 

energy is distributed to the Aggregators through the electricity pillars. Final destination of the 

“energy” are the Utility customers. Each customer consumes energy, has energy consumption 

demands and these demands are satisfied from the Utility producing the appropriate amount of 

energy. Utility should not produce less than the required amount of energy, because many 

customers will remain without electricity energy. Moreover, Utility shall not generate more than the 

necessary because then energy surplus will be created, that means more cost for the Utility. 

SealedGRID aims at providing interoperability to SMs. Each SM is connected into a SealedGRID 

domain. The SealedGRID SM can communicate with SMs from the same domain but also from 

different domains. However, SMs should not be “authenticated” for every new communication with 

the corresponding Aggregator. Each Aggregator communicates with a corresponding Utility to 

transfer the packets about the billing. The communication between SMs from different domains of 

different Utilities, requires interoperability between the Utilities. To accomplish this goal, we use 

Federated Login protocols.  

Furthermore, Utility has to calculate the final customer’s billing. This final price derives from the 

received MASKER Energy Consumption packet. These packets contain the total energy consumption 

of each SM. Utility considering the attributes of the customer who owns the SM and the basic 

“function” calculates the final billing. For this process SealedGRID applies MASKER on Utility side. 

However, Utility just receives the aggregated packets with the total energy consumption by the 

connected, authenticated and authorized Aggregators, calculates the final billing and forwards the 

customer’s billing to the corresponding Aggregators. The total billing is sensitive data. SealedGRID is 

committed to protect the confidentiality and integrity of this value. To achieve this goal SealedGRID 

“executes” this process inside of TEE. 

Moreover, Utility’s responsibility is to define the system policy. Therefore, it will play the role of the 

Policy Decision Point (PDP) of the access control mechanism. However, in the case that the Smart 
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Grid is composed by a federated union of multiple utilities (as shown in Figure 1), each one can also 

be considered as individual PEPs, since they must ensure the enforcement of security policies in their 

respective domains. Either way, a system policy defines how new SMs will be added and 

authenticated in a SealedGRID domain, with what kind of permission will be authorized each 

component of the domain and finally how the communication between SMs will be implemented. In 

addition, a Utility must define the policy for ABAC and RBAC. The accepted attributes must be 

defined and so the corresponding permission. Also, the pre-defined roles which will be granted to 

each SealedGRID architecture component.  

From the above, we understand that Utility is responsible for vital SealedGRID functions that can 

affect system confidentiality, integrity and availability. To ensure these functions, we add TEE. Inside 

of the TEE and supported both Cryptographic Storage (CS) and Remote Attestation Mechanisms. It 

guarantees code and data loaded inside to be protected with respect to confidentiality and integrity. 

In SealedGRID we will use the TEE on the Utility for: a) generating and securely storing cryptographic 

keys; b) generating random numbers; c) executing cryptographic operations and d) securely storing 

the certificate. Using the TEE we ensure confidentiality and integrity of the generated values. 

Remote Attestation Mechanisms is a mechanism for software to prove its identity. The goal of 

attestation is to prove to a remote party that its operating system and application software are 

intact and trustworthy. In our architecture the protocol will be bidirectionally executed to allow 

mutual authentication. This will be applied during the communication of SMs from different domains 

ensuring that both devices are trustworthy. This can assist secure interoperability. 
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6 Candidate implementation technologies 
 

6.1 SOMA 

In this section we demonstrate the reason that we chose to use SOMA. 

SOMA is a certificate-based authentication infrastructure that aims to create a large-scale secure 

authentication system for mesh networks without the need of a Trusted Third Party (TTP). SOMA 

aims at creating a self-organized, efficient and scalable authentication infrastructure, without 

sacrificing the autonomous characteristics of the nodes. SOMA implementation focuses on building 

on top of a self-organized, structured Peer-to-Peer, Web-of-Trust infrastructure that leaves the 

decision of whom to interact with and why to place trust on each of the agents, independently. It 

provides a policy-based system, which is further enhanced with a Bayesian reputation-based model 

to cope with the different challenges posed by the distributed nature of the system. It is also 

designed in that way to be extendible. SOMA makes use of structured Peer-to-Peer in contrast to 

unstructured flooding-based protocols since the nodes are mostly static. Therefore, using a 

structured Peer-to-Peer approach, such as Chord [6], a node is given access to a scalable holistic 

view of the mesh. Using Chord, SOMA gains mathematically provable scalability and great 

thoroughly investigated static resilience, that is a mandatory requirement for an identity 

management system. SOMA is based on a PGP-like architecture, where the nodes create the public 

and private keys themselves. Issuing and managing of the key material is done locally and digital 

certificates are issued using only the collective information of the overlay routing architecture. 

Through certificate exchanges each node builds each keyring and stores it locally, in accordance to 

PGP Web-of-Trust. In contrast to hierarchical PGP, SOMA does not use neither a central nor a 

distributed Credential Authority and avoids completely delegation of trust to a TTP. Hence, each of 

the agents uses its keyring independently, placing their trust depending on the identification 

credentials gathered. A node, after assessing the certificates on its keyring and evaluating the 

identity of the communicating parties, will use these credentials to establish a secure 

communication channel. 

6.2 MASKER 

In this section we demonstrate the reason that we have chosen to utilize the MASKER 

implementation. 

MASKER provides a privacy-preserving aggregation solution that responds to the aforementioned 

issues: a) it assists the privacy and security of energy consumers, and b) it fulfills all requirements 

that are needed so as to be appropriate for the smart grid. Each SM that participates in the 

architecture shares a series of cryptographically generated pseudorandom values with the utility. 

These values act as masks and are used to obfuscate the real consumption readings of the SM. This 

way, an intermediate aggregator can provide the Utility with an aggregated consumption form 

several SMs without actually knowing the real energy consumptions. The utility subtracts the used 

masks from the total sum received by the Aggregators, with the result being the real combined 

consumption of all relevant smart meters. The only entity that has access to the real energy 

consumption value is the SM itself. Furthermore, these sensitive computations are protected by 

utilizing a TEE for storing data and executing crucial operations. These mechanisms provide 
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confidentiality and authenticity of the executed code and stored data, integrity of CPU registers, 

memory and sensitive I/O, and proofs of trustworthiness to other participants of the SealedGRID 

architecture. Utilizing MASKER in SealedGRID architecture we achieve a highly trusted and scalable 

solution that imposes low computation overhead. 

6.3 OAuth 2.0 

In this section we demonstrate the reason that we have chosen to utilize the OAuth 2.0 to 

SealedGRID architecture. 

SealedGRID utilizing OAuth aims at providing interoperability among the SMs. Interoperability is on 

the SealedGRID goals. In the SealedGRID architecture there are many SMs, Aggregators and Utilities 

to fulfill the smoothly operation and to maintain the system availability. SMs from the same or from 

different domain need to communicate with each other. OAuth 2.0 is an authorization framework. 

OAuth 2.0 is installed to each entity of the SealedGRID architecture. Utilizing OAuth 2.0, we can 

extend the Single-Sign-On functionality to Attribute-based Access Control. We recognize two use-

cases that need this use.: The first one is the communication between SMs from different 

SealedGRID domains. SMs from different domain need to authenticate to the Aggregator from 

different domain to reach their destination node. The second one is authentication between 

Aggregators that are in different domains. In both use-cases there are six participants: a) Resource 

Owner, machine that intends to access a resource of a Service Provider; b) Resource server, entity 

that demands authentication to grant access to some resource. The Resource server trusts the 

Authorization server to perform the authentication on its behalf.; c) Client, application/framework 

that interacts with SP and Identity Provider on the user's behalf and d) Authorization Server (AS), 

entity that proves identity and authenticates a user.  

The protocol flow is comprised by 6 procedures: a) The Client requests authorization to access 

service resources from the Resource Owner; b) If the Resource Owner authorized the request, the 

application receives an authorization grant; c) The Client requests an access token from the 

Authorization server by presenting authentication of its own identity, and the authorization grant; d) 

If the application identity is authenticated and the authorization grant is valid, the Authorization 

server issues an access token to the application. Authorization is complete; e) The Client requests the 

resource from the Resource server and presents the access token for authentication and f) If the 

access token is valid, the Resource server serves the resource to the application. The following Figure 

7 illustrates the protocol’s flow. 

 

Figure 7 OAuth 2.0 overview 
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The grant type determines how the Access Token is returned to the Client. The most commonly used 

grant type is the authorization code grant, because it is optimized for server-side applications, where 

source code is not publicly exposed, and Client Secret confidentiality can be maintained. This is a 

redirection-based flow. 

6.4 OpenID Connect (OIDC) 

In this section we demonstrate the reason that we have chosen to utilize the OpenID Connect (OIDC) 

to SealedGRID architecture. 

Interoperability on SealedGRID is concluded also by OIDC. OIDC is an identity layer that is built on 

top of the OAuth 2.0 protocol. It enables clients to verify the identity of the End-User based on the 

authentication performed by an Authorization Server, as well as to obtain basic profile information 

about the End-user in an interoperable and REST-like manner. OIDC is an increasingly common 

authentication protocol. OIDC deals with the identity of a client by permitting OIDC Providers to 

verify the identity of an end-user based on the authentication performed by an Authentication 

Server. In OIDC the roles differ a little from OAuth. The Resource Owner is called End-User, the Client 

is called Relying Party (RP), the Resource and Authorization server are called Identity Provider (IdP). 

The authentication in OIDC protocol can follow one of three paths. These paths are basically three 

flows that determine how the ID and Access token are returned to the client: a) Authorization code 

flow; b) Implicit flow and c) Hybrid flow. 

Based on Authorization Code Flow all tokens are returned from the Token Endpoint. The 

Authorization Code Flow returns an Authorization Code to the RP, which can then exchange it for an 

ID Token and an Access Token directly. The whole process is comprised by eleven procedures: 1) RP 

prepares an Authentication Request containing the desired request parameters; 2) RP sends the 

request to the Authorization server; 3) Authorization server authenticates the End-User; 4) 

Authorization Server obtains End-User authorization; 5,6) Authorization server sends the End-User 

back to the RP with an Authorization Code; 7) RP requests a response using the Authorization Code 

at the Token Endpoint; 8) RP receives a response that contains an ID Token and Access Token in the 

response body; 9) RP validates the ID token and retrieves the End-User's Subject Identifier; 10) 

Optional: RP requests a response using the Access Token at the UserInfo Endpoint and 11) Optional: 

RP receives a response that contains user information in the response body. The following Figure 8 

illustrates the above flow: 
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Figure 8 OIDC Authorization Code Flow 

 

6.5 Blockchain and Smart Contracts 

A blockchain is represented by a distributed ledger, completely open to anyone such that an 

interested member can review all entries (old and new). This technology has a unique property: once 

some data has been recorded inside a blockchain, it becomes tough to change it. Each block has 

some data, the hash of that block and the hash of the previous block. The data stored inside a block 

is up to the type of blockchain, e.g., the Bitcoin blockchain stores the details about a transaction, 

such as a sender, the receiver and amount of coins. The hash of the block can be compared to a 

fingerprint because it’s a unique key and it identifies a block and its contents. The hash is a one-way 

function: it is easy to generate code but starting from a hash code it is impossible to get the original 

data. Thus, when a block is created, its hash is also calculated. Making changes inside the block 

causes the change of the hash, so they are useful when detecting changes to blocks. The third 

element inside each block is the hash of the previous block which effectively creates a chain of 

blocks, making a blockchain secure. Presuming a chain of three blocks, when changing the hash of 

the second block, the third one becomes invalid. 

However, using hashes is not enough to prevent tampering since computers are now very fast and 

can compute hundreds of thousands of hashes per second. As a solution to this problem, 

blockchains have a mechanism called proof-of-work that slows down the creation of new blocks. It 

makes it very hard to tamper with the blocks because if someone tampers with one block, they need 

to recalculate the proof-of-work for all the following blocks. 

Instead of using a central entity to manage the chain, blockchains use a peer-to-peer network and 

anyone is allowed to join. When joining this network, a person gets the full copy of the blockchain. 

The node can use this to verify that everything is still in order. When someone creates a new block, it 

is sent to everyone in the network. Next, each node verifies the block to make sure it hasn't been 

tampered with. If everything checks out, the new block is added to all the nodes of the blockchains, 



 

 
Deliverable D2.1 “Business Cases” 

72 
 

creating consensus, meaning they agree about what blocks are valid and which aren't. Blocks that 

are tampered with will be rejected by other nodes in the network. 

6.5.1 Blockchain technology – the benefits of smart contracts 

Smart contracts (SC) use Blockchain technology to create contracts between two or more 

participants, verifying and enforcing the execution of an agreement. When the terms of a contact 

are fulfilled, it will automatically be executed. The blockchain’s transparency offers a way to enforce 

the contract, and therefore, benefits from low contracting, enforcement and compliance costs. 

Smart contracts are being considered for a wide variety of uses, particularly for regulatory 

compliance, product traceability, service management, defeating counterfeit products and fraud. In 

[6] smart contracts are used to identify malicious usage of electrical power.  

However, care must be taken in programming a smart contract. A case illustrative for possible 

consequences of bad programming is the DAO case [7] (Decentralized Autonomous Organization 

case). DAO represented an organization without employees, based on computer code on the 

Ethereum blockchain. Three weeks after the launching it was hacked and $50 million were drained 

by exploiting a programming mistake that's exceedingly common in smart contracts.  

Other Use-Cases of smart contracts are described in [8, 9, 10].  

6.5.2 Blockchain technology – Smart grids and relation to SealedGRID 
Smart grids depend on remote access and automation, raising security concerns, as the potential for 

hacking into these grids is genuine and has already happened. 

In 2016, researchers from the University of Oklahoma [11], having the wind farm owners permission, 

physically hacked the outside locks that allowed them access into the operations center of the 

turbines. There, they placed a Raspberry Pi and begun a series of attacks in order to turn off that 

turbine. They even gained access to the whole wind farm and could turn it off entirely. Also, they 

were able to conduct made up feedback to the farm operators in order to obviate the hacking from 

being discovered. Even though wind farms encompass a modest percentage of the total energy 

resources, this exercise revealed the potential vulnerabilities of any smart grid. 

Using blockchain technology this can be potentially prevented. The possibility is for an 

authentication and authorization security through public or private encryption with key access. All 

that is required is to maintain the keys secret and the blockchain can take care of the rest. 

Progressively, there is a development forthcoming for users of different energy sources to purchase, 

sell and exchange. The Verv enterprise, has released the first energy P2P trading project at a lodging 

complex in Hackney. Verv is setting up a trading of photovoltaic panels power among the occupants 

of 40 apartments. It utilizes blockchain to confirm identities and record the trades which happen. 

Therefore, blockchain is planned to be used in SealedGRID touching on two aspects:  

1. provide an authentication and authorization framework, using optimized key management 

together with Web of Trust,  

2. explore the potential of smart contracts for the trading of energy within the SealedGRID 

ecosystem.  
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7 Conclusion 
Deliverable 2.1 is fundamental to the subsequent stages of SealedGRID for several reasons: (i) it 

defines the usage scenarios where the initial technical requirements are going to be extracted from; 

(ii) it provides a means of verification and evaluation of the final system; and (iii) it ascertains that all 

involved stakeholders are represented and heard upon when it comes to their individual 

requirements. The use case scenarios for SealedGRID were driven by the partners mostly involved in 

the final pilots and supported by the technology providers in defining the most relevant services 

which together will make the SealedGRID toolset. 

Three use cases made up of thirty-three scenarios that have been defined along with the entities 

involved  

The analyzed use cases are presented in such a way to express the functionality and to elicit the core 

functionalities of SealedGRID. In addition, an important outcome of this analysis is the identification 

of possible issues and benefits feeding into the list of functional and non-functional requirements. 

The SealedGRID architecture presents the components of the system and protocols used to 

communicate between them, while also taking into account business case and system requirements. 

SealedGRID architecture utilizing the above technologies achieves her goals providing a scalable, 

highly trusted and interoperable platform for secured Smart Grid. The reference architecture is the 

basis for the design and the implementation of the technical solutions for SealedGRID.  
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